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TEE-Based Federated Learning Platform

LI Zihao, ZHANG Fengwei

(Department of Computer Science and Engineering, Southern University of Science and Technology,
Shenzhen 518055, China)

Abstract: This paper presented a confidential federated learning platform (CFLP)
based on trusted execution environments (TEEs) for typical vision tasks, aiming to evaluate
the security-efficiency-accuracy trade-off of different privacy-enhancing technologies
in federated learning. The platform utilized intel trust domain extensions (TDX) and
software guard extensions (SGX) as its core architecture, while incorporating homomorphic
encryption (HE) and secure multi-party computation (MPC) as performance comparison
benchmarks. Systematic comparative experiments were conducted using this platform in
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high-dimensional vision task scenarios involving the CIFAR-10 dataset and the ResNet-18
model. The results indicate that, while maintaining baseline accuracy, the TDX-based TEE
scheme provided virtual-machine-level hardware protection with only an approximately
1.3% increase in end-to-end latency, outperforming SGX, HE, and MPC in comprehensive
performance. Although HE offers formally verifiable security, it increased the single-round
training latency and communication overhead to approximately 9 times and 21 times that of
the baseline, respectively, resulting in significant computational overhead. MPC exhibited
limitations in the trade-off between time and communication costs. This study clarifies
the applicable boundaries of various technical solutions, demonstrating that for secure
aggregation scenarios involving high-dimensional models, TDX is a favorable option for
balancing security requirements and performance overhead.

Key words: federated learning; privacy protection; confidential computing; trusted
execution environment
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P, NI RO AR T B e T Y2 Jr R i (A
BT

{H TEE 14 2 42V o JE O T i 2 B A 52 3, il
PF s 51 % b (BT B W] REBIOE LRI, @
1 CipherShadow %5 I if; - B 5 & Enclave H 1) H1 % %X
P34, SKEE T IR TR AR TE LA R
LARTREIIEZNERS, 534, TEE MR (- AerEREH,
XA TROELSMX. (Model Partitioning ) 75748, BICKE
BRI “BRANBUR” FR A TEE, MR HAR R 43 )
3 GPU SR W R BT, (ERFSEREN, Xy
XA G A2 4y, EIERFIINTE AEHUR” MR
StEE K ERAAGE, FEEAIGIHL (Model Stealing,
MS ) FHRLG AR Lk 3 1 K- Bl

i EPnR, BRI~ IBR AL DR B At
T MR BRI, X TAERZME THE 5>
Bras st X —FrEE BRIk, B e g — it
IEEHPFMARAE T, XUR B R ARG E AR A T
Rachk, B APEREXT L. R LA B, (AR
K B AESZIR N FH e LT X BT SR CanEREFFAY |
TEE T ) HEEEAENEA,

HIRANX — AR, ASSCH R T BT ] AT ER
B AL I R4 2] -5 ( Confidential Federated Leaming
Platform, CFLP), y TEE ( F#J& SGX M TDX ), HE,
MPC R B ARS8 — 1 LIS FIPFA PR
ASCEFICEG, EHRIISE RIS PR T —F
GG, BTE RS A AR AR Jr 2 EREA
FERL, AR 2 e NI RRFIR B PR s AR
BEEEM S
SEEIFER/FITEREN

PLBEFR 2 2] F- 4 CFLP f BT BT 5 ST
L B T X 0 A o S 5 S ) A i N RS
JERUBEE 5] FUSR B PPAG A SE T TR, &
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SEPL SR AT, ABAE TAER FRE R,

IRIRAEIT- 5 (A% 00 B AE T — A g
ERCRI S I IR . B R AR . LT
HEZS TR PR A AT GG FEA IR T, (ST & B 5
FLAZR TS SR E R 2, T TREA
B PEBEXT L

ER I S 163 5 D) A e A0 o 3 B o ) e I A
RIS, HOEARPIZ A A U FA T s,
ARG, FEES AP PERE . FES. B
Docker Fl gRPC 3 T — AN HLA M 28 i ARG,
e AR ARTE S A S RGBS

CFLP i3 BB BEROFoY. (BEIF- & ATk
R, SCETH HTFERE AL ), MR I SR T A
IR TE SIS B (1 PP RE 7.
3.1 BMER S22 /IE

ARATHEVEAN MR R G0 USRS | (F (T A 0
By 2Bt
3.1.1 BifhiEEY

ARSC Y UM R AT X B 2] e R A
RHEL AR 1) KA OMRS R EE , ASC
BAZ OB E X “WEAHLFAT" ( Honest-but-Curious )
MRS # o IZECTF 2 RS TR S B, (H4s
F A AR AR RO, S Hreii A 4 %
USRI, AMEWTH P ARG Bl . 2) kA
W2 ) 3 T 5 B ey, AR SO P i S IR S5 AR 2
[ o PR 1= B N o (5 IR L 3 M W S NG Fe < =
BRI AL P BRS B RS e 2
312 ERBLRERER/E

BT R BB, A L (AT Ak
117K R0, REHITCB MM - 1) 215
I P, A SRR PR BE RS
FA B e AT AR Y, T BRIV S 14 Ak P
VESSLEILSERT 5 2) RS #3lh TEE, ASSC{HAF TEEf#
TEA G BE N TE L IR TR SRR LT SE MBI
PG SRR, SIAIX, BT TCB Z AN 1438
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PR IATIE, XA OIS a0 T IR (At
VERGE SRAIMLEALER ) LR R T AT 35 R pe 5 R4
EAE WAL BT R e EE .
313 ReRItSREEMN

CFLP¥- &5 WAL B HE T RGN L I
ARHT XS5 A (AT, e A — A
AR P i ) R PR PR A i 1 I R R S B
HAK , AEn {5 TR o, AT B B et
RSB A LSS BN RS 5 B, X EERRSC2
HIA AR RIZ8 A R i o5 A . 7E TDXRET, #5C
FARBE AR 5 7ESGXAET, W h ik 55 & E kiR
¥ % 2 Enclave, TEMIFER, ARIFAHINEICE IR
R “HRZE” Mt R, BORCL aiibk B n]
R TEE i T MR & DL, AR S5 fs EREARAL
RERFRIR GRS R, JOIEIE AT 1A
AR B SRR B RO IZS 5, CFLP
FEOR TRV RIS 7, B aHR
P RAR AL, AR E SR BRI T, A
PR D AR Il 12 A PR
3.2 BRAREMTER

N T ARSI BRI B AAE S SR FT R <7 5802
AIPEREEME, ASSCH Sett il ¥ — MR R G IR
Ff, HIUE S fron. U6 B 7RI 8 R
P28 5 - R AR R B PRI R S 2, B T T IR IEAN[R]
BRI TEIRINGE T A T,

BRI S

e ~
Bk
(MNIST. CIFAR-10 ) (TID Non-1ID)
. J

SRR Oy A AR

s, prrdng |

(&7t o S
T2 2 i

A 4

[ B

(CNN.ResNet )
J

(51 FBRERRE %2 MAEESTA |
ToIE A, PR R BHSCIR SRR R / WS L )

[ 5 BRI A 224
RIS R AT R AR . L2 bk 22 [ (4 Oh
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orATEEN, E i BT TR 2 & e R T
Zx, THER TSR 55T, R, Fa
ST T DATRT R 0 5 B 2% B T2 5% 22 M 2% (Residual
Network, ResNet) HYRIRISCRE, FENE 1007 [R50
( Independent and Identically Distributed, 1ID) 5 {1 7% #5
2ot BRI RHE N SR 37 ] 7341 Non-Independent
and Identically Distributed, Non-IID ) #a¥)/rms . %
BRI STEA S AR I U 55

1) B AEHIE - FETCINE TR T, R
PP 2 Bl A (A5 0 RE T, B S
ZHL

2) VERBREAAA ST « A B SOIRAS T v
FEISEE XN REAEIF LT & h Bk
KGR, KfER{ETDX. SGX. HE5MPCH|A
RGIFHIRE TSRS IR,
3.3 BXIPXLEF A

R T VAT AN [ B RA RS s B R TE LS P 28 PR 45
RYGZH TR, ASCHE 73T Docker 2 it
gRPC IIF IS5 . SEALE-EA, SLg-f-
BN TR AT R B IR . A LA
SR R At R,
3.3.1 BIEZEME ML

N TR A SR G AR B AR A 2
BocHe, AR T BT SRR AR AR
FHRESRAE A I)ZAEE ML, RS2 HSE 8 1 LA
OCHERAE, DT RGN R S e

1) T EREm g0t WG E
5 PR RA SRR AR, A TEEE MR T
ZAPIMEALT . ZHLRIE IS RIS IR %550
T L ZE O 0 L S B3 (TR m 285 £ 55 S A i
B, R TR IR XA
ORI BERTEAS AT, AR T AR
AN SRR IR, W RGAKY T %
A PRERAE T AR R

2) ISP FEHLE . SRHE SRR
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TR 2 ZE SR A FEIRRE, B R T TR
S5 vtk P DB . IR 554 ) =1 SR Sh AL )
REREARSE I RS AR T, F28hm) o3 A1 X% P oigdfik
FEfilE 4o XA HRAE TRt i,
R 723 R R E 5 TR, JFRe ARG el Rl

3) RIS Bt ekim, EHRT Rl e 55
TS AR R, FE5IA T e UE .
RN = ARSI SR o R S B T T
MG 2 Z B T S RAaRite, AROIRE 17
G52 FRE A2 BR R N B A AR R 3 N
Fed RS, PR TSI e T

AN, SEAFEERS T L )24 4 ( Transport Layer
Security, TLS) BMY, #fifR 7B HAEA AT {5 X 2%
B2850 bR b Ky Rt £ i
3.3.2 LW F /Rt

RS- F- 5 R R AR, DIgsdfb =X
M2 AR, W IRSS4% . &R G
BBk IO A LE , B ORSCIR A PT E Ak, A
BB IR R SE IR A AT S B, TTERIE SR AR 7 2]
Ay ] PR PR, RGERT T SRR R 55 2R A
DA PR SRS IR 10— . IR 55 38 19 I R b 3
RS THOME T ICZ 1) gRPC Lt B SLg F-5 444 1
El6 R, &I ansiar. & P g ol SGX R4
EREN AN 1A L

enclave
g %
FL Server |......i..: SGX
fas aggregator
N
|
FF grpe proto
N
e
FL Client 1 s FL Client N
TDX B e

& 6 BXFBSRLE T A 54
1) Wgssmasds « Aol , Mot
FUmi RS . PUT R ERETIE . PG Rk
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RELL KNI . 76 TDXORME T, 157 nl EiE
BT Intel TDX EEUAL ( Trust Domain ) H, i FAEA:
(EESVS/Al SEouy

2) KAy « B BRI S 505 B
NSRS AR, SRR A A
iR GPU MR, TASTAHIIN R e SE s 26

3) SGX AH : LN SGXB BTN 2835
2432 47 1F Gramine-SGX PR3 /b, 171 35 1E Enclave N
WA TR AR S R G, Bl TCP Socket S k%S
I s, SRR AR S A ER G2
AR

IR -5 R L AL TR,

1) LA GBATI R N30Tk, AL
A B DM TR S Pl 55 i ) i T2 M B E R e 44 4b
THERMEZSA], MR P pioe vl {5, aE 6t
w, HAROHERSHHEAETEEhPUT. RGN
b BRI T EidE T a2 0 o )
U N ORAP R, BB R LA SO A gridE AR AT A
W28 S AERTFE IR 55 a8 F kR, & HAETEEN
T, WO R ICE ST IR i B SCREEE

2) B ESME, SR TR B e
UEML o Al 55 i B 3 i b Al TLS N85 (5B ORAIE, %%
FA B AT 3 MR UE P S IR 55 2% 540y TEE S {5338
TEEFHIEIIRIE, 75 SGXART, MRF5an2s1m % 5 b
1k AR A5 44 14 Quote A1 Enclave 2N4H . & 7 i 7F A=
IR R IE Quote YA A HEXT MRENCLAVE
1B, DUIRERER RS R ST

3) Bt LY, MU P Z TR : 1)
{5182 3 FF gRPC-TLS AR hn 5 2) TE =, Frf
BEURAR IS RS TR SO B TH5 P st T30 8 4 3 i
B FL YR, XA, RIE TLS 5B g,
T B BRSSO R A % S, AR ER T 1%
3G TE T b
34 L TIERTE

A5 IRF 7 2] A i SR A SRR AR HE A S 2 >
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WA, SERTARRARIE 7R, FEMAE T 3 M

/ I::\ KJ/I\E& o

a) BT S5 EEEY

b) Al ERERE

c) £ HEMEHSIAK
B 7 BRI T A8 TIERE

1) &t SR sh . ARG TRkl
B, oiAaaas mn shn Eshi oS s A B IEHK
B R R AR ST 5 B RS I ERf Ak
BB MS SRS, 1A% P T AR B
N, Hrb S Y TR B AARE RIS . WG A RS
WSS S A TR iy SRS G S T B
HEST R T APRAS )P . 1255 S P 2R
SR, i O S A C M R e
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Hh | &N

KRN 4,
Jash.

2) AN S ERRE . EBEISRLE, &
FURTEAMANE B EPATEARNNAAT 55, 2R i
JESSHBOE R, WG, REUHHRILE A RRRARG 5 s
X BRI T e, IRl g — R 1 4
LRSS v, W S5 mlENPRE, Ttk A&
PHDET AT TERG B, REF XA R R FAS 5
WA AR R S X T SGX g, k55
Ui N B A o & 746 2 ST 1Y) Enclave [N
i, TERMEORAT I N R S R S R G, BB S
X8 AT UL X TR, e g5 v )
HIAE R SO e TN P TR GBS, AER0H
SRSl

3) A JmBE B Sk YR L R E TS,
I 55 i P o PR AR 38 1 [ BT A %5 7 i A IR SR B o
BUEAL, 2P uabE RN AT K, FEhhIBURE 4R
BRI B AR, AT S0 iifiss . 5
WGRIESE, A 55w ) 4 R X SR 5 A A A 7
PEREVPAS, IO HER R SIS O, X — BRI
LA, HFBABITBAY R AU B R GE 2 Ik
SERAE,  BERIBCHRE S A1 45 1 U2 b 4 Hh e 556

45

M A RS 3 A 2K i 4 ) 2

o

3.5 REgIFHE
3.5.1 BASE &H&

BASE HBAE A5 B SE g0 I E, B7E
S RGAETCES N FASG AR TR T PERE FIR . 1%
RECGEE MR ( Federated Averaging, FedAvg )
W, BISEHER P S, DISOR
o Z e E A . RSG5 EAEAEAR AT {5 A
HHATINECR G, ORISR T R R s 8 5%
IR @S T S, A
BB AT A IR i ReEds, A bR 2k
FESREARN LR MY
ZMA
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3.5.2 HE kHE§

HE % % 2K F CKKS ( Cheon-Kim-Kim-Song ) 4|7
SMETTRE, Bl H R 482 280 (Single
Instruction Multiple Data, SIMD ) HEANEEFEEME, fiFok
ARSI A IR TR R, AT,
& A ) AR, R R R S ARA AT
B Rt aBe N S B el 2 VR | CIPOY) I A TR SR VA6
TEKPRE, AP STl E RIS A T B S CER4R 50
P AL, AR AL 58 o5 P AL 1
KIS RS A XU o IR 55 S 7E S AU
SCH A RIS E S SO BRI TN R A, SRR IC %
WHANE P ) AR, e R G A R
2RI S R FNVTAL o 3205 8 R Bk R T At
SRS R GE 2 S, TR A% R
MRS T, BERTT TSGR TR S R G
w8
3.5.3 MPC g

ARG EET Shamir | JFRALTIORR ISR, 528
TR S AR MPCRE %, TEIERT, &
Uiy e A SR SO A R s ], IR
oA R A B TR B (0, e R L
AR IR SE EAL . IG5 R A = i e
Rk, EIEAEOEUZIP e bR Giss, &
ZGa SRS B H A A S A Ry AH LA RIS s
ORGP S r =CRLRE 1 B iy
B, RERE RS N,

S AR SEIR ST, A Sy SRR R R Y
AT TR RV O IR S A
Bbrar” s, ISR T A B EOT LR TR G
whE, (HAZERIR A% P AL A £ . X Rk
TS T EAEMPC i b b e e fiik, (ARG
BT 207 R i A SRS R

BUEEA IR A G TR R, R PR
ARG 2GR ERIT B MRS I BRI
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PUBHAE R 2R RS T AOTTPERE, AT UER RIEE7E R 2%

WM TE LT, MPCAE S AR | Y3145 /38
FHHERE R,

3.5.4 SGX K&

SGX HEMEAE AR 55t i4) A 1P 125 ) Enclave, 5%
SN e iy A S N S A ] 2 AR R 2 RS
JE, A5 R Gramine EIRAE RGN NS T SCHE,
B RA P HFTE T Enclave NP, TEMA T, {UZL0
HHEHS RE BT T2 R A NAF X,
RIS RN e EEE RS, WItkmR sl
A, MR E L T R SEH TCB.

TEAFARENIAIL] b, AP GBS ERY
DCAP ( Data Center Attestation Primitives ) ZeFEIER] AL,
{AAE YT I SE iy, S R AR T HERE DAL ) AL
B, ASCRHAZ BRI 5 G T A AL IE

bt SGX 4R EPCH R (X 128MB ) iX—
KL, Ay 58550 T W N E SR . Bk,
FEAR AR NAE T, & P RN EAG R 2
B EAAE B (float32) H4i M PG EE (floatle ) 4%,
FTEAE/IN TAESE LI/ B Bt DU T4 . ok, ok
R 2% P IR AR NAFIEEE R, AF-H
KRR R A, 18 FHRA SRR
253X A Enclave, [fj/2&18 1 TCP Socket & 18 ¥4 45 % 1
i N 2 far i —HEi% . Enclave NSRRI —
RIRA—HESE" Mk Eisi=t, Bal—1 % P b
A3, ST BITESZ DR N A P i . 5 float32
KT B E 2 /iRy, s S VRO S IR i 25
], XA ERA AR I AL PR IR AR T Enclave PN 1)U
HNAE (A& P IS EO N MR R A P i 2
BN, WNITTESZ BRAREF 25T e T R
REMRENE.

3.5.5 TDX kA&

TDX 5 W& A FH M2 FUATL 0 A 114 B 25 2 A 1 R A 35
BItE, 23 7% BASE B TR I 1Y JCAE & 1ok, R
B AT AE BASE 11838 {7 Ui R Sty 28 o0 281 i o1 285 A6

] 800
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PG mAEEE O, % TE F AR SR,
FH 45 %% TD ( Trust Domain ) Az B AU TR A0
%, REBIR AR ZENE IS, (e 2NN
( Multi-Key Total Memory Encryption, MKTME ) ££4(
TD N B iR SR A

AR XA SRR A T T aE N A, RP
TEAS A 561 i J2 B 50 A2 38 79 Quiote 1 45 B A 7 5 45t
(B, TFERAEZ S BRI T XELAE B IR 5T
( Provisioning Certification Caching Service, PCCS )i .,
R E R IMER GE M TR, ARl T
BRI E TR R
3.6 B M

A B TREAAE 3.1 TR R UM S {F A A
BT, B R USSR B AL A PSS
B, TETHE . AR5 S A A i R N DR IR 2%
e, BA LR R AN AT FE ML 5]
H Mk 55 wifia EAE R Z b, ol BFR 2O —
& P AT AR R 5 BB F B LASMA AR S5k (2
FEHD RS ARG ) YIAATIL,

1) ARk R e VR, Al 1 Z(E
5 BRI RACEREAR R, LSR5, b
() NSl SO B s, iR S N P im 2 R G
Z Ay et EEEE, RECRM gRPC HE
ZOIEERNTEIE TLS N, R AU ik g vy 2 4>
AL BRIE , DR A P45 4 Sl (R B AP 4%
AR FSEEE R A, PRSI TN TEIE
Z AN 2 v B s LR, AR RIS TLS 9l ik
B SS ditE EIEEA S, B TR SRR .
AR, fETEERUT, % P umfE FAZ T 24T
ICFEIER, Bk 55 v A SRR 4, (T
SGX Quote 5, TDX Report ) LA Sz Fid] i S A0 Ath B &
B, SIAMERE)E, SR SEGH TR G N XF
THEFIMPCHER, BRI SETE B IF % 7 i BB %
2 CKKS %5 3B}, Shamir B 3 8. X FRRCTHSEE T
B ZE BTG M AR FEAE RS, AUERZ
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YT N A RTHHHT

2) REWUBN LRI, FXF WS Baa"
(IR 55 e BB AL, 15 B i S 5 el e 5
BOR, HhiRR GBI b okt g %
ISR AL . EHE RIS, P EFIH] CKKS 5k
SIMD FiE: , Il 55 vt BLAZEAE 26 SO P Tl R
T FAFHN REH A RE ORI R % S . FEMPC 3
W, V-5 Shamir F5 25 2 (g fink RS RRE, %
T ET ORI RGP, RAE RSl T
FA s, AH R B0 SR ik, ko5
AXHEA BRI AR A AR % s B THE R &
A LA R R R A, B n PR RS TR
WART, IRSFum{PAT i HZ B Os5E, A
SERA R B0 40 2 B A A B — 2 i 1Y) S AR ]
SCRBJE . X FRET R R EPI TG, FERY)
PR 250 A BH MR SR . SGXORIE T, 15 &
R E ANE BRI R A, K B im =
1% %I By Gramine 6% 1Y) Enclave R, 2 SR GiBH
A BRI TE 32 PR AP I FAA INAF P 3 T, TDX 3R i )
PR R R UL, i MKTME £ AR B 1k
Hypervisor 5% #) # I o & 52 OUR A F2 HP (32 17 E N
ffo X AR5 BIRIBERAR AR, (HIHR IR T IR 5F
Ui E SRS S B JCHE AR ] SO T, A RBAR G
ARG AR,

3 ) FPf R R . TER P S R |
F A RN R BEE RIS d s E s, BN
T B & AR 2 A i A B REE,
TFEREMEED TR X TFIRSS fhum, 1ERR
R AF R AR ECER G A FrIE], Ta A AR
BORTIRREINERIRAS . BAATT S, HERS T A2
CKKS# UM, MPCEL T A i 2 Joih AR
5, TI7E TEE/SGX A2 &4 i AES-GCM H %5
P HERIME L, XEWE, RIMEGEF R T RS
IHERER G B (Root ) FXF N AP Bl #5017
At (Dump ), M6 5B T F TEE 3B
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A T S (RIS s A A i e,
TS AR I AT B — 2 5 I B AL B
MNITTTRASR T 5 fi— B RSB
4 KIig BE R ER T
4.1 HirRSEE
4.1.1 MNIST #iiE&

SR FME AR HE R T 5 e R R 4L MNIST
( Modified National Institute of Standards and Technology ) 57,
ZEHRAEH Yann LeCun FIBA T 1998 AFFA A, EL AL
frsp ) U I SRR — . WIS TR,
JE I B A 2 70000 7K 28x28 14 2 1 JK FE G, i
0~ 10 B FHHTHEA, HE 15332460000 5K
2155 10000 5K IREIE

[ 8 MNIST $iE &Rl

PR UL B, -5 P TARHER I — T,
VIR G E WS AR IE S A0, LA 2>
BRI, R TAE 0, B Y 10000
s MG SE A O B AT A 4 Rl 4, X
T IR 55 s Ae B R A R VAL 2 R R A3 fe PR,
P 5% P it A ) | i R R
4.1.2 CIFAR-10 #iE&

RBUEE S TE AT 55 FRA R, S
FIAT CIFAR-I0E4EAE BY, anEI9 iR, i8Sl
10 s $HL, V5% SREEAIR) 1
60000 SKF RIS, EUGRSE R 3232 13 %K, 1 RGB
SABIEIEIE, A 50000 5K I ZREER A 10000 7KL
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K

& 9 CIFAR-10 $iE &2~

FERAETALRR B, RGP THREALI B A 2
5, N RIR EHGBR LA i Sk, RIS R A
WL EARUEIX ] 5 AR5, EFXT R R 3-8 4
SIRA AL B, AR B AR i 2 R gt iRk (BRI
FARIA R bR ) RN RIEE R R 22 5
DIDEE R 24 SR ISR . ), B O $fity
10000 SRR G AL FIRER B IS, wleahsr B
e RRREE, UHT IS e R R A 5 Pl 2R
BRERIZ AL TERRR
4.1.3 #HEXIH

SR B 2 S PR I A PP 5
P, ASCHA TR /3. % MNIST # CIFAR-10%4
W, BTGB 3N R P, A
Fmte i RIS, SRk 90% AR
HBYNEREERT 10% A IS TESE , T A 2R by
FESERA,

EEXTECE oA ST, AR SO EE T 3 RO ]
R i .

1) 7[Rl (ID) » BENREAREY A TRLS 5]
SYBCLAAR P, BRSSO S Aoy

J 802
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AEGEHA P A3 s E RS oL T Tk RE
Fafe, FHFRIFEASA IO T T Ao R

2) Bt AV (Non-IID Quantity ) : #4512 5
T SER R I AR . 34K P i L
P LR E 4 [0.6,0.3, 017, BRI HHEA 29 60% .
30% F1 10% ININZRFEAS, FHTPEAL SRG S0 DTk EE
IR P S A N

3) JkH)FEE 434 (Non-IID Dirichlet ) : 54Dl EL
St Fep A 2 HH AR Y Non-IID 3545, ASCR A
T ( Dirichlet Distribution ) X 546G 8 a 4 1 1%
4319, RGBS O R A ALY
SAECLL, SRR P SRS I A 2
SIAIREAS (AR A R LU 22 5
FLR Pt ] BEAA RO REAS T — 28 5]
AIREARR /D, i) 43 5 20 i S s St S i
FIER I AN RS
4.1.4 EEHEER

ARSI ZE R HAT PSR TR X, A SCTERRAY
VEHR I 7043 18 NI BE 561 31 B SE 7 oS 4DL A 5
4% SimpleCNN 5 ResNet-18 P28 B 44 43 I /F Ry 4% 1
PIE S A R S, H2E Rk 3 PR,

xR 3 RBESHIBHME ST AFHITLL

" N SRR | RRIARL
b 4% F i& 3 - S E
[EEEAN i fCEE AR /M (109) I MB S E A
SimpleCNN | MNIST ( 1x28x28 ) 0.58 23 DIRERIE
ResNet-18 | CIFAR-10 (3x32x32 )| 11.17 4.6 [FLIR AT

EIRFMNISTAT5%, ASSCHaAE 1 A LAY SimpleCNN
BR, HAVR S GRS N2 i st . 4R,
A XA 0.58M S8 HiH A i T g,
AR T B B ME LA R R B AR SR R A A P A
FAT S I ELSETF A, DRV E RS0 UE RSNG4
PERY LRGN IR,

YT MNIST 55 B TSR A 2 DRI
PRRSERE AT Pl 28T CIFAR-10 5%
£E 55 ResNet- 18 BRI e ¥, 4% ResNet-18 15 24y J: i J&
A Tl A 12 R bR T M4, PH 2
1117 M (I SEOE SR 25222540, RERS BT FLSTHb NG
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A IAEE T TR A WIS CIFAR-10 B AR
fiE, ASOHRER P 23T T 30R (REEETREIE IR
AR ), ORI B S B E AR A R AR
RS INAER T, DTk G A 553 1 (a7 B e 5
T SGXNAESY BU s RIS B o5 FHAF O B,
WOk TR BRFAR SRR LR R AU
P RA SEPR S M
4.2 SKIINME

J RGP AN R RA S SR R A 24 2] 1
SN IUTEREZE S, ASOEE T M R
SO BRAAE SR SR SC IR AR . AR RE NI R
PR EIR , Sy SRR ALR A FEER (Round-
Trip Time, RTT) by6.4ms. SERIEE AR 005 5k
ISR IR 4 7R

55 ( SR ) FIIFTE FHLAAE TEE Rt ([R]
i S2 15 SGX 5 TDX ) #E TXF HLFRsE . Al ELSE )
LR, TDX LR E TR T KVME
TD ., Ry s il s it LR IE AP, BR TDX MY
HoAh S AR I B 54— EUH AT TDX FFI: A
WBRNLHIET T, R, SGXSLERIAZRR T 128 MB
EPCBTIR, BTEVHAN NAESZ RACIE T 1 R Gk RE.
& P e PG & IR S R T AL, BRI RR
AN ZRB Be B A, B RS 4t SR REAR 1 Sz
ANFV2E AT IS R (A5 5.

R 4 LRINBE B

4 TiH U SHL
CPU Intel® Xeon® Silver 4510 @ 2.40 GHz (12 Physical
W55 4 Cotes)
. RAM 128 GB DDR5
CEL Kernel Linux 6.8.0-tetd (TDX/SGX Enabled)
TEE Support Intel® SGX2 (EPC: 128 MB)& Intel® TDX 1.0
Wi vCPU 12 vCPUs (KVM Virtualization)
KL RAM 16 GB Allocated
(O] Ubuntu 24.04.2 LTS (Kernel 6.8.0-generic)
% g CPU 2 x_Intel® Xeon® Silver 4510 (48 Threads)
e RAM 512 GB DDRS5
A GPU NVIDIA H100 PCle (80 GB HBM3)
Framework PyTorch 2.9.1 (CUDA 12.8), Python 3.12
B A¥R58 | TEE Runtime Gramine 1.9 (for SGX Enclave)
Deployment Docker 29.0.4

4.3 LWIRE
N R GEEH A A [F] RS s BRI IR 27 2]

https://www.cnki.net

sNIIEREZE S, ASCRIT T MR, R
FHDIAAT- G i s e R S, AR5 R IR AL
BV B e LS M 45 SRR B A A T L T A
RS,
431 KRN TFEXWZE

A T PEAG A B TEAS R AT 55 17 280 B 40 A
WEET RVERERIN, A SURIRAT: 55 S A4 5 80 =+
WA A T A A rh I 2R S IR A T A
DAY 6 X RS 06 . 7E4T 45 47 |, BEHUMNIST +
SimpleCNN ( #254% )5 CIFAR-10 + ResNet-18 ( H 2 )
GRS UE RS 5 S AERHIE T AR ) 5 TES AT
£ N = B TR U <O A= WL 4R Va8 7w i 0 e s
A IS D 7 Al AR G AR R, Bm
FIAWESE a =0.5 KA 5L 73 At EE Non-ID 37
SRS R B G e . S T R v
WA S BG AAE IR SURE M B 2E S, AU B
RIS — N ZRFETR, TRR T I A SRS
DAL, 8 St s B e R A8k, B shE
WSOFZ R, hIHBREENLME DR 22, AL S
SE BT SUOTHRCEME ., X2 2 ik i S 1
THEER G SREEE RN T, ka2t
AR A SRER IR L3RR
PRALKERATERES IR
432 BXAKRW T EIWIRE

A PEAE AN [ B AARG s B RTE LS 28 PR AT
BEPERR 2 251 F IR G, ASSCHET CIFAR-10 558
455 ResNet- 18 BERUF L | = LA T 55 st . e85
S AJTTE, ASSCIERE T HPK P Y Non-1ID 2k #1) 52
oA (a=0.5 ), X KR 5 5 5341 REAS B AU
&P i Z A B RIBRAE A RS (RIGETToutE ),
AR AR S2 85755 e S 4 €/ i D=1 S N TP
RIPZALRE ) SR GIER R 1 I B oK
PP ResNet-18 ( SEURZA 1IM ) BRI
PR PR R B S Ty, DAse s e WA
%5 SGXTEAL PSS HER S I T REH S,
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2) TDX A : MR555miE I T Intel TDX fE{FHE
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PHGREiibR e, e IENCE (VCPU, N
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3) SGX 41 : M55 %t Gramine FA5AE R G0H R
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FRL A F AR B 5

R T IR I 28 Bl 5 7R G R B SR B AL IR 22
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N . N B | e | MK s | AM—4)E
. U S e ! .
gt | PO | HRR) e | R oo e | B | mnes
ferp _ |osse| 7 B
PIES 0.12% o
BB | 99.28%+ [ 270 | 71.94 )
10,120
25 SimpleCNN| MNIST 11D 0.04% (5.4x5) MB 0.42%10.12%
W 98.94%+ [ 320 [ 8526 ,
5 0.61°
) Non-IID| "/ 643 | MB 3.06%+0.61%
Herp 90.58%+
Il g 0.43% 382
353 91.92%+ [  82.0 )
. . 40,540
nsy | ResNet-18 |CIFAR-IO| 1D | 7"/ (164x5) 4.10 GB 3.68%+0.54%
= o
ffjﬂ Non-1ID 8?'32;’* (31:3';) 8.99 GB |12.80%+1.99%
- U370 0. ®
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4 \ PN £
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2) WiSE T TR SRR SR A SR S
REEZR, BIZERKRW], 78 CIFAR-10 /Y Non-IID {4l
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1801~ Epoch ) A REIA B SR IR . X5 18I SE 50
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HE %5 B AD S SR B A S5 Fr g i R GE AL 8 5 A ik i i
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442 AL T BERST
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1) BEARNIZRATA R SIS —8ork. SEIRgsaE
2T 5 A BSFARE R B AR I AR R 27 > Sk sl
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TDX. SGX. HE-5MPC i 5 it f U S 25 e
A BERMMERRGTT, 2SI i E %
BIRETERIS0% ity , IR R ZE AN 062%, X Ff
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FRRIOHRRTR FICBl T Ra.

a) B FRI S 2

b) MTFIEER L
B 11 FEFANESRIREE T HYRBL AR RIS 2 5 RGN TF

IEEFFSEXTLE
6 ELWHANEFER R ERIEESEE EHESIT
iy I 55 Sy Enclave e
A A s

BASE 1978.5+61.9
HE 2246.0+178.7
MPC | 3383.6+232.4

SGX 2064.8+68.2

TDX 2006.6+72.4

2) RGHER SR K12 A9 BRIl 2k ke
I3l 55 6 7 A TR ARINT [ B8 7R TR Rl BOR PR AE
RYHER FI R E )2, TDX SR T 16 KA
TR T AR, HEFERT (31.50s) (X HLHISC3E
2k (31.08s) H4MZ 1.3%, L8 TP it Re R 2L
R ERCHE AT TDX 284 I, FIIF MKTME
5 EEAE NAFE TR 2 0 H SR, ke T8

1563.5+159.7 —
5124.8+71.0 —
2735.6+129.1 —
1485.9+116.1 383.1+13.3
1511.3+129.4 —

89.36%+0.44%
88.89%:+0.28%
89.49%:+0.45%
89.51%+0.59%
89.50%:+0.28%
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TEE S A 28— NS R ST, (e UL
B (VM Exit) SR Tris A T8y IS

B 12 R EIRAEFEE KM & IRE T 09 BRI SRR 2
&7 AERIE TR ERIIZHmE RN SRS BEFHE

e | NGk /s | g s |G /s| MR /s | A s | VP /s | BFER /s | BAZ L /MB

1920+ [ 040+ 000+ | 006+ | 1133+
BASE 0.09 31.08 42.7
0.82 0.07 0.00 0.01 1.40

18.99 £ (209.22 + 3.60+ [ 2986+ [ 11.68+
HE 1.80 275.15 897.6
2.20 5.67 0.22 0.23 0.57
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SGX 0.04 34.29 21.3
0.89 0.02 0.07 0.17 1.67
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TDX 0.09 31.50 427
2.37 0.08 0.11 0.01 0.83
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S EE EPC 5 Z 48 N A7 18] 19 508 A8 38 [l 14
Ao X—45RAIE /R T SGX AE AL FE K HIA IR i
IR R N AEIR S, SR UE T A3 EPC 57
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AREALE 213 MB, HA A7 AR A VLG Enclave
PN FEI AR S5 RITE 383 MB, ST, BIMfiZsad vk
BAFZ A EAAL, Y0P EPC AR IR 2 SGX P RE
BRI

L5 DRTIR, SCIRAs RIEMWIHL RS T A5 AR B
ARAERE B4 2] s TS I AL X e
S RN 24 B4y, Intel TDX FEAE H B IALLR Y i
PERRES S5 B2 RS I, AH BSOSk BASE
TR, SGX M 14 BLAE iy 2] ity L FERT £H 31.08s 34 &
34.29s, BHMTFEIZ R 321s, X EM L S Hi - 4
TR GYERETT R e U . SGX EARIRAL T ARk fiE
(RS, (HAEAD ISR A AT ™ IR 1) VO RS,
fii HE 5 MPC /RS ER AL T Wl T AL UE Y 22 4k, (3
FETE T RSB 2 M2, LR KA AR
530 A5 AR (5 S LAl A2 S o A 7 PR X SIS
BEK,
5 &RiE

AR S X [ B A 2] v (o PSS A B AL 4
SPERERUER, R T LB AE )& CFLP, 1E



2026 4F45 5 1) FERFR

Hh | &N

AT S5 T RGP T Intel TDX. SGX. HE
5 MPC X 4 LR FS RIS AR . SCIRE5 RN, ]
EE I B REAEA PR ARG [ I T Sl i
&, Baizitt )i % (HE 5 MPC) 78 it il iy
AR T SRS, SGX NI AZBRF AR
HERRAR, MILZF, Intel TDX A RN 2
Rk, AEOOS NGV R GAER AT LT SR T i 2%
PUEPEOR IS 50 T I A (PR R IR TS . AR SCRARA 1254
ARBGIE I, RIS T RIEIR 27 SRR (1422 4>
R4, TDXREMEPa TRk . HRETTHa S e @
FEVER AR AR, A R AT E I ) R
G T IR S SRR A

S

[1] SHOKRI R, SHMATIKOV V. Privacy—Preserving Deep
Learning[C]//ACM. The 22nd ACM SIGSAC Conference on Computer
and Communications Security. New York: ACM, 2015: 1310—1321.

[2] MCMAHAN B, MOORE E, RAMAGE D, et al. Communication—
Efficient Learning of Deep Networks from Decentralized Data[C]//PMLR.
The 20th International Conference on Artificial Intelligence and Statistics.
New York: PMLR, 2017: 1273—1282.

[3] YANG Li, ZHU Lingbo, YU Yueming, et al. Review of Federated
Learning and Offensive—Defensive Confrontation[J]. Netinfo Security, 2023,
23(12): 69—90.

M, Rk, THY, F . RFFIEmSagd ] FER
g, 2023, 23 (12): 69-90.

[4] HITAJ B, ATENIESE G, PEREZ—CRUZ F. Deep Models under the
GAN: Information Leakage from Collaborative Deep Learning[C]//ACM.
The 24th ACM SIGSAC Conference on Computer and Communications
Security. New York: ACM, 2017: 603—618.

[5] GILAD—BACHRACH R, DOWLIN N, LAINE K, et al. Cryptonets:
Applying Neural Networks to Encrypted Data with High Throughput and
Accuracy[C]//PMLR. The 33rd International Conference on Machine
Learning. New York: PMLR, 2016: 201-210.

[6] SHEN Youren, TIAN Hongliang, CHEN Yu, et al. Occlum: Secure
and Efficient Multitasking inside a Single Enclave of Intel SGX[C]//ACM.
The Twenty—Fifth International Conference on Architectural Support for
Programming Languages and Operating Systems. New York: ACM, 2020:
955—970.

[7] KAIROUZ P, MCMAHAN H B, AVENT B, et al. Advances and
Open Problems in Federated Learning[J]. Foundations and Trends® in
Machine Learning, 2021, 14(1-2): 1-210.

[8] HE Zeping, XU Jian, DAI Hua, et al. A Review of Federated Learning
Application Technologies|J]. Netinfo Security, 2024, 24(12): 1831—1844.
T, #i, B4, F ORRFEITERERFRER [ FER
Y424, 2024, 24 (12): 1831—1844.

https://www.cnki.net

[9] LIU Yang, KANG Yan, ZOU Tianyuan, et al. Vertical Federated
Learning: Concepts, Advances, and Challenges|J]. IEEE Transactions on
Knowledge and Data Engineering, 2024, 36(7): 3615—3634.

[10] GAO Ying, CHEN Xiaofeng, ZHANG Yiyu, et al. A Survey of Attack
and Defense Techniques for Federated Learning Systems|J]. Chinese Journal
of Computers, 2023, 46(9): 1781—1805.

P RS KA ORI T ARG S B B R R 4R []].
HEAUFEIR, 2023, 46 (9): 1781-1805.

[11] BONAWITZ K, IVANOV V, KREUTER B, et al. Practical Secure
Aggregation for Privacy—Preserving Machine Learning|{C]//ACM. The 2017
ACM SIGSAC Conference on Computer and Communications Security.
New York: ACM, 2017: 1175—1191.

[12] LI Yipeng, LYU Xinchen. Convergence Analysis of Sequential
Federated Learning on Heterogeneous Data[J]. Advances in Neural
Information Processing Systems, 2023, 36: 56700—56755.

[13] NING Zhenyu, ZHANG Fengwei, SHI Weisong. Research on
Trusted Execution Environment Based on Edge Computing[J]. Journal of
Computer Research and Development, 2019, 56(7): 1441—1453.

THRT, REL, i R T A% 0 TRPITIRLAL (1],
AR5 K&, 2019, 56 (7): 14411453

[14] ARM Limited. TrustZone for Armv8—A[EB/OL]. [2025—11-31].
https://developer.arm.com/—/media/ Arm%20Developer%20Community/
PDF/Learn%20the%20Architecture/ TrustZone%20for%20Armv8—A.pdf.
[15] COSTAN V, DEVADAS S. Intel SGX Explained[R]. IACR,
Cryptology ePrint Archive, Report 2016/086, 2016.

[16] Intel Corporation. Intel Trust Domain Extensions|[EB/OL]. (2021—05—
01)[2025—12—-10]. https://www.intel.com/content/www/us/en/developer/
tools/trust—domain—extensions/documentation.html.

[17] MCKEEN F, ALEXANDROVICH I, BERENZON A, et al.
Innovative Instructions and Software Model for Isolated Execution[C]//
ACM. The 2nd International Workshop on Hardware and Architectural
Support for Security and Privacy. New York: ACM, 2013: 10.

[18] TSAI C, PORTER D E, VIJ] M. Graphene—SGX: A Practical Library
OS for Unmodified Applications on SGX|[C]//USENIX. 2017 USENIX
Annual Technical Conference. Berkeley: USENIX, 2017: 645—658.

[19] PINTO S, SANTOS N. Demystifying Arm TrustZone: A
Comprehensive Survey|]]. ACM Computing Surveys, 2019, 51(6): 1-36.
[20] LIPP M. Cache Attacks and Rowhammer on ARM|D|. Graz: Graz
University of Technology, 2016.

[21] ARM LTD. ARM TrustZone for Cortex—A: Technical Reference
Manual[R]. Cambridge: ARM Ltd, Revision r1p0, 2022.

[22] LI Mengyuan, ZHANG Yingian, WANG Huibo, et al. CIPHERLEAKS:
Breaking Constant—Time Cryptography on AMD SEV via the Ciphertext Side
Channel[C]//USENIX. The 30th USENIX Security Symposium (USENIX
Security 21). Berkeley: USENIX, 2021: 717—-732.

[23] ZHANG Yiming, HU Yuxin, NING Zhenyu, et al. SHELTER:
Extending ARM CCA with Isolation in User Space[C]//USENIX. The
32nd USENIX Security Symposium (USENIX Security 23). Berkeley:
USENIX, 2023: 6257—6274.

[24] ZHANG Fengwei, ZHOU Lei, ZHANG Yiming, et al. Trusted

807 ||




ZRFR 2006 445 5 1

Execution Environment: Status and Prospects|J|. Journal of Computer
Research and Development, 2024, 61(1): 243—260.

e, AF, Rk—rh, F . TEHATRHRE: IKRSRZ ().
WAL L, 2024, 61 (1): 243-260.

[25] VAN BULCK J, PIESSENS F, STRACKX R. SGX—Step: A Practical
Attack Framework for Precise Enclave Execution Control[C]//ACM. The
2nd Workshop on System Software for Trusted Execution. New York:
ACM, 2017: 1-6.

[26] BAUMANN A, PEINADO M, HUNT G. Shielding Applications
from an Untrusted Cloud with Havenl[J]. ACM Transactions on Computer
Systems (TOCS), 2015, 33(3): 1-26.

[27] FREDRIKSON M, JHA S, RISTENPART T. Model Inversion Attacks
that Exploit Confidence Information and Basic Countermeasures[C]//ACM.
The 22nd ACM SIGSAC Conference on Computer and Communications
Security. New York: ACM, 2015: 1322—1333.

[28] ZHU Ligeng, LIU Zhijian, HAN Song. Deep Leakage from
Gradients[J]. Advances in Neural Information Processing Systems, 2019, 32:
14400—14409.

[29] NASR. M, SHOKRI R, HOUMANSADR A. Comprehensive
Privacy Analysis of Deep Learning: Passive and Active White—Box
Inference Attacks against Centralized and Federated Learning[C|//IEEE.
2019 IEEE Symposium on Security and Privacy (SP). New York: IEEE,
2019: 739—753.

[30] ABADI M, CHU A, GOODFELLOW 1, et al. Deep Learning with
Differential Privacy[C]//ACM. The 23rd ACM Conference on Computer
and Communications Security. New York: ACM, 2016: 308—318.

[31] GHAZI B, GOLOWICH N, KUMAR R, et al. Deep Learning with
Label Differential Privacy[J]. Advances in Neural Information Processing

] 808

th

il

https://www.cnki.net

Systems, 2021, 34: 27131—27145.

[32] MOHASSEL P, ZHANG Yupeng. Secureml: A System for Scalable
Privacy—Preserving Machine Learning|C|//IEEE. 2017 IEEE Symposium on
Security and Privacy (SP). New York: IEEE, 2017: 19—38.

[33] CHEN Yu, LUO Fang, LI Tong, et al. A Training—Integrity
Privacy—Preserving Federated Learning Scheme with Trusted Execution
Environment[J]. Information Sciences, 2020, 522: 69—79.

[34] PENG Wei, LI Yinshuai, ZHANG Yingian. Shadows in Cipher
Spaces: Exploiting Tweak Repetition in Hardware Memory Encryption|C|//
USENIX. The 34th USENIX Security Symposium (USENIX Security 25).
Berkeley: USENIX, 2025: 5759—5776.

[35] WITHARANA H, WEERASENA H, MISHRA P. Formal
Verification of Virtualization—Based Trusted Execution Environments|J].
IEEE Transactions on Computer—Aided Design of Integrated Circuits and
Systems, 2024, 43(11): 4262—4273.

[36] ZHANG Zigi, GONG Chen, CAI Yifeng, et al. No Privacy Left
Outside: On the (In—) Security of TEE—Shielded DNN Partition for On—
Device ML|C]|//2024 TEEE Symposium on Security and Privacy (SP). New
York: IEEE, 2024: 3327—3345.

[37] LECUN Y, CORTES C. The MNIST Database of Handwritten
Digits] EB/OL]. (1998—01—-01)[2025—01—15]. http://yann.lecun.com/exdb/
mnist/.

[38] KRIZHEVSKY A, HINTON G. Learning Multiple Layers of Features
from Tiny Images[EB/OL]. (2009—09—01)[2025—12—15]. https://www.
cs.toronto.edu/~kriz/learning—features—2009—TR_.pdf.

[39] HSU T M H, QI Huiqi, BROWN M. Measuring the Effects of Non—
Identical Data Distribution for Federated Visual Classification|EB/OL]. (2019~
09—13)[2025—12—15]. https://arxiv.org/abs/1909.06335.



