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Why SGX Enclave Need Introspection?
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The question: does the SGX fully relieve the security
concerns of users?



Why SGX Enclave Need Introspection?

Does the SGX fully relieve security concerns?

The Answer is NO
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Intel SGX is under a series of attacks
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Why SGX Enclave Need Introspection?

Intel SGX is under a series of attacks

Enclave
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How to Securely Introspect SGX Enclave?

Thus, users expect to check the enclave
memory for attack diagnosis.

I

Memory introspection?

Non-SGX Application SGX Application



How to Securely Introspect SGX Enclave?

Thus, users expect to check the enclave
memory for attack diagnosis.

l : . Fake enclave !
Memory introspection? Memory isolation

Outside and inner attacks > Error result !

Untrusted host
Security issue!

Non-SGX Application SGX Application .
False Introspection
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Secure Memory Introspection for Live Enclave (SMILE)

Meet following requirements:

v' Enclave authenticity-introspection is upon the expected enclave.

v' Introspection genuineness-introspection results are not faked by corrupted enclave code.

V' Security preserving-introspection does not undermine the default enclave security.



Secure Memory Introspection for Live Enclave (SMILE)

Meet following requirements:

v' Enclave authenticity-introspection is upon the expected enclave.

v' Introspection genuineness-introspection results are not faked by corrupted enclave code.

V' Security preserving-introspection does not undermine the default enclave security.

SMILE 1s designed to ensure the owner of an enclave — and only the
owner — retrieves her enclave contents at runtime.

® Focusing Scenario: x86-based device with SMM and SGX hardware features.



SMM for Introspection Assistance

SGX Neither deals with enclave software compromise
nor supports runtime measurement
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Full overview of the SGX enclave execution and SMM location in the system



SMM for Introspection Assistance

SGX Neither deals with enclave software compromise
nor supports runtime measurement
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v" Independent execution environment
v' Halting and restoring host application
v" Enable accessing the host memory and register value



SMM for Introspection Assistance

SGX Neither deals with enclave software compromise
nor supports runtime measurement
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call | Untrusted |
g 1
App J
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CPUMode lmmmed | mmmmmmmm e ——— e ——————————— assistance for introspection
switch
rTTTTTTT T
! SMI handler |
| 1
SMM .,  —mmmmmmmmm
DRAM
v" Independent execution environment — Securely control
v' Halting and restoring host application enclave execution envrionment

v" Enable accessing the host memory and register value



Workflow of SMILE

Introspection Steps:

I. Enclave owner sends introspection
request to target platform.

II. Target OS passes the reference to
SMM agent.

III. SMM agent interrogates enclave-
inner introspection code.

IV. Enclave encrypts and passes the
request memory to owner.

Introspection Request
£(id,addr,size) owner

‘4. introspection
l.request
result

I
: Enclave
Kernel ! Y User
2. pass ref
& switch 3.interrogate
A
SMM gent
Target Platform

The SMM agent’s responsibility 1s to authenticate the enclave and assess the
trustworthiness of the introspection code in enclave
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Design of SMILE

B Deploy interrogation agent into SMM ( SMM agent )
* build a confined environment for introspection.
* pass the signature for introspection result encryption.

B Add introspection code into enclave (Anchor thread)
* answer the integrity interrogation.
* check the i1dentity of the enclave.
* achieve the request introspection memory.



Design of SMILE

Confined Environment

= || enclave ||
SA |
?% | | Interrogation
=|ll| Anchor 8 5 5
=

: thread |||

|
|
|

SMM
Agent

SMM
Agent

Interrogation session between SMM
agent and anchor thread is to verify
the introspection code in enclave

O CPU cores

memory pages

With the Confined Environment, SMILE 1s expected to achieve authenticity,
genuineness, and security preserving on introspection.



Confined Environment for Introspection

. Core in PM Core in SMM

Illustrates:

» Target H having four CPU cores.
» Enclave occupies one core.
» SMM agent occupies all other cores.

introspection

1 >

One core runs to protected mode as enclave core

The state of CPU cores 1s controlled by SMM agent



Confined Environment for Introspection

@ Core in PM Core in SMM
I I I I
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: | introspection : I [ Designated Enclave }
' I ' I
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: : : : [ ~Restrict the accessible memory page
0 @ e ]
b 1 b 1 ~—Intercept the exception and interruption

The state of CPU cores 1s controlled by SMM agent



Confined Environment for Introspection

. Core in PM Core in SMM
- —==== Assisted interrogate anchor
: I : 1 Assisted recover execution environment
I I I I
I I I I
I I I I
I I I I
1 : 1 :
1 1 . .
I 1 >l ! ~Confined interrogation
: | introspection : I [ Designated Enclave }“
I I I I e . .
| | | | f EPC introspection
I I I I
: : : : [ ~Restrict the accessible memory page
I I I ‘-I— - -}‘ Trampoline ] —=
I I I I s . . .
b 1 b 1 - Intercept the exception and interruption

The state of CPU cores 1s controlled by SMM agent



Confined Interrogation

* Authenticity of Enclave 1s the prerequisite of a secure introspection

- No access Access Non-present : EPC page

The state of memory pages at the begin of interrogation

I r=EEE - DEDE
1 J \ J
| |

1
1
1
1
1
i
1 ° o o
! Anchor thread added in Enclave 1: mov %r10, %rcx Output SSA
| 2: leassa_offset(%rip),%rsi
i 3: rep movsd
' 4: mov %rl10, %rcx
L 550 lea anchor_offset(%rip), %rsi Output anchor Anchor
6:| rep movsd Instructions
oop:
7: lock xadd %rcx, (%r9) Output Worker
o and pass the
8: jnp worker .
control to it

9: rep movsd
10: jmp loop



Confined Interrogation Protocol

- No access Access Non-present : EPC page
RIP

Step 1 : Anchor integrity checking

\

Changed oentry SMM agent

Random bytes fill in anchor and SSA
page except the anchor instructions

Anchor is the first piece of code to run



Confined Interrogation Protocol

- No access Access Non-present : EPC page
R

IP

Step 2 : Worker integrity checking

‘---

SMM agent



Confined Interrogation Protocol

- No access Access Non-present : EPC page

RIP

Step 3 : Enclave identity checking

‘---

SMM agent

The worker achieves the enclave 1d under the confined environment



EPC Introspection

- No access Access Non-present : EPC page Checking memory
RIP

Step 4 : EPC introspection

Request+o

SMM agent AL s SR >

Neither a corrupted SMM agent nor an imposter can exploit SMILE
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The Time Overhead for SMILE Zero-Load Introspection

confined env. anchor/SSA worker identity
launcher  building report report report Introspection
@ [ =5 29.5 18.6 15.7 33.1 {
................................ !
I : |
! ! verification verification verification|
; ............................................. T & restore &restore & restore ! Quit
Q: | 3.2 1.7 0.4 JE15.5
SNSSOSSSOSOOOOPOOOPOOOL SOPPPPPPPPPIOOS MLl SPPPPPOOTY ML SHNNROSSSSSSSOPOSOOOOOOOOY
. : ! . .
I I I I Time
| | | | E
Sessilon '«—— confined interrogation ———! Jession
start! and
< Time for zero-load introspection >
. Enclave core execution time in ps

. Interrogation core waiting time

.............

Generally, SMILE takes 159.3 microseconds with zero-load introspection.



The Time Overhead for SMILE Introspection

One session of SMILE introspection:

* Interrogation 159.3 us
+ RSA encryption 121.7 us
+ 1-page AES encryption 2.1 ps.

® For n-page task, 1t costs (281n/r +2.1n) us , r pages for each session.

Improve &

Sharing the AES key in multi-sessions with one-time RSA, costs
(121.7+159.3n/r+2.1n) us




Applications of SMILE

Code Integrity Checking

Assembly Code:
cmpl |$0x1|—0x4(%rbp)
jne 2776 <addint+0x3e>
mov -0x18(%rbp) ,%rax
mov %eax,%edx
mov -0x20(%rbp) ,%rax
add %edx,%eaﬂ
mov %eax,-0x8(%rbp)
jmp 2787 <addint+0x4f>
mov -0x18(%rbp) ,%rax
mov %eax ,%edx
mov -0x20(%rbp) ,%rax
sub %eax ,%edx

Original
memor
fc7d8300000001fC
89e8458b48117501
89d001e0458b48c2

=

fc7d8300000001fC

89e8458b48117500

89d001e0458b48c2
Changed
memory

if(flagg=1)
_,,—ﬂﬁf€:;:opt1+opt2;

else
output=optl-opt2;

| if£lagp-0)
output=optl+opt2;

else
output=optl-opt2;

The attack swaps the conditions for two

branches in the enclave, and SMILE finds
the modifications at runtime.

SSA State Checking

: ***x***xt general: end execution with result RFLAGS: 0x146d3
. frame == ffffffffffffffff, fEFfffffffrfffef
: t_attestation 7f1bb330e000, 56382333d0060,

: begin ENCLAVE ECALL:

RIP: 0x0
URSP: 0x7f835ffff700
URBP: 0x7f835ffff700

EXITINFO: 0x0
FSBASE: 0x7f835fffefco
GSBASE: 0x0

Host: current report time : 1658.235294
verfied time : 653.823529
and test loop: 47

Ox0 ©Ox0 ©Ox0 O0x0 0x0

RFLAGS: 0x10202

T_attest: get target thread SSA:
67afco
7f1bbe2b79cc
7f1bb4342000
56382333b000O
7f1bb4331c50

RIP: 0x7f8360000d0f
URSP: 0x7ffccbb1a6ed

URBP: 0x7ffccbbi1abdoe SSA
EXITINFO: Ox0

frame #0

St e FSBASE:  0x7f83604f6000
7f1bboc3f040 GS?ASF:,, ?X7f§?6?4f§0?0~A A
(a) Enclave using external stack. (b) Embedded AEX.

SMILE dumps the SSA frame data to
verify if the saved register value 1s right.



Applications of SMILE — Stack Checking

Enclave
Internal attack, e.g., ROP
{
pload[@]=base+@x360f; //gadget 1
pload[1]=OXFFFFFFFrFFFFFFFre;
pload[2]=base+@x363F; //gadget 2 User
pload[3]=(unsigned long)attack; //eexit target
pload[4]=base+@x3644; //gadget 3
3

ROP chain:

Similarly, the stack might be attacked by malware

.. . pload[@]=base+0x360f; //gadget 1
for code injection, e.g., ROP. pload[1]=exffffffffffffffff;
pload[2]=base+0x363F; //gadget 2
pload[3]=(unsigned long)attack;| //eexit target
pload[4]=base+0x3644; /f/ gadget 3

0x7fffdo42e510: 0x00007fffdo42e520 0x00007fffcO00360f
Ox7fffde42e520: oxffffffffffffffff 0x00007fffcO0O363f

Ox7fffdo42e530: 0x0000000000401230 0x00007fffc0003644
Ox7fffdo42e540: Ox0000000000000000 0x0000000000000000
Ox7fffdo42e550: Ox0000000000000000 Ox00007fffc0001980

Stack memory

SMILE dumps the stack frame data to verify
if any trace of attack.



Applications of SMILE —

Enclave

User

Fake Enclave

SGX attestation mechanism
cannot perfectly verify the
enclave location

Enclave Location Verification

shared key based secure network channel

v
~ introspect shared key
N || App
kl
|
(A SMILE session)
SMM

HostH' Host H Owner

The owner 1nitiates a SMILE session to
introspect the shared secret key.
The outcome 1s binding to trusted interrogation
and can confirm if the enclave is in farget



Conclusion

(A Intel SGX Secure live introspection

enclave authenticity

Acceptable overhead

ﬁ

genuineness 281 s +

C

{ x86 SMM J security-preserving

SMILE empowers an enclave owner to collect on-demand runtime data from her
enclave under a software exploitation attack.
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