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GPU Trusted Execution Environment

• Protect GPU data/program from high-privileged adversaries (e.g., OS, VMM). Before H100, these 
were implemented with CPU-side primitives like SGX, TrustZone…

• VM-style GPU TEE: 

• All-in-one VM

• Large TCB

• NVIDIA H100, ACAI (Sec 24)

• Shim-style GPU TEE:

• Protects essential components

• Small TCB

• StrongBox (CCS 22), CAGE (NDSS 24), 

MyTEE (NDSS 23)
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Shim-style GPU TEE

• Secure:
• Data is either encrypted or isolated

• Low TCB:
• Only security-critical ∈ TCB

Q: Do the security-unrelated parts really 
have NO security implications?

A: Wrong, GPU has a hidden MCU!
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Mali GPU MCU

MCU Info: 

• Scheduling, resource allocation

• Viewed as part of the GPU

Basic Info:

• Cortex-M ISA

• Event-driven execution

Serve as the bridge between the GPU / 
Kernel
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Questions:
Is it tamperable?
Does it have unrestricted GPU access?



Weaponize MCU
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Experiments:

• Write 0xdeadbeef to normal memory at reset       NO VERIFICATION!

• Write 0xdeadbeef to TEE-protected memory at reset NO PROTECTION!

• Trigger malicious code at task_submit EXPLOITATION!

Reverse-engineering shows the MCU:

• uses multiple interrupts:

irq#0: t_submit irq#2: t_complete

• has an MPU/MMU 

(can be disabled from kernel/firmware)



Revisit GPU TEE Workflow

1. Encrypt the data to pass through untrusted 
driver components

2. Protect the data via S2MMU/TrustZone
upon decryption

3. Protected plain-text data is processed by 
GPU

So, is the data either protected or encrypted?
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Malicious Firmware Loaded!
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Wait for Data Decryption
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Direct Access to Protected Memory



Demonstration
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Dilemma in Firmware Verification
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Goals:

• Verify the firmware

• Ensure firmware integrity

Verification must be in GPU TEEs

TCB Dilemma:

• Firmware-related: 60 KLoC

• Shim-style GPU TEE: 5 KLoC



Beyond TEEs, Firmware Supply Chain of Arm
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Problem:

• No verification

• No way to audit (closed source)

Unreliable Supply Chain

1. Arm

2. Vendors with NDA

3. Developer / User

Some vendors simply put their firmware on GitHub (vulnerable to phishing attack)



Beyond TEEs, Firmware Supply Chain of Arm

2025/10/28 15



Other Platforms

• NVIDIA: NV-RISCV
• GPU System Processor (GSP): 

• Scheduling, resource management

• Secure Processor: 
• Confidential computing, firmware verification

• NVIDIA did not release many details on these two MCUs

• AMD: MES
• Micro Engine Scheduler (MES):

• Scheduling, …

• AMD releases MES documentation, but does not allow modified firmware
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Thank You!

I am on the 

market!

Contact me!
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