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An Attribute-Isolated Secure Communication
Architecture for Intelligent Connected Vehicles

Mu Han

Abstract—The rapidly increasing connectedness of modern ve-
hicles leads to new security challenges for intelligent connected
vehicles (ICVs), where some potential attackers can achieve unau-
thorized access to gain control of the vehicle by injecting mali-
cious information into in-vehicle electronic control units (ECUs).
Therefore, in this paper, a secure attribute-isolated communication
architecture for an ICV, which introduces attributes into the ECUs
to achieve authorized access among the ECU nodes is proposed.
First, an analysis of the functional attributes of all of the in-vehicle
ECUs in an intelligent connected environment and a division of the
functional attributes of the ECUs into five classifications are per-
formed. Second, based on the above-classified attributes, a secure
attribute-isolated communication architecture is demonstrated.
The ECUs have different access rights, allowing only the ECUs with
the same functional attributes in the internal network of the vehicle
to communicate. Then, it is proven that the proposed architecture
can resist forgery and eavesdropping attacks under the random
oracle model. Finally, the secure attribute-isolated communication
architecture is constructed in a hardware environment and evalu-
ated with an in-vehicle network simulator (IVNS). The evaluation
results show that the average memory usage with 120 ECUs and
100 messages is below 40 MB and the bus load can be reduced to
18.96 % using the proposed security architecture compared to the
bus load of existing architectures. Therefore, the proposed secure
attribute-isolated communication architecture solves the problem
of the tradeoff between the security threat of unauthorized access
and the high bus load of existing in-vehicle architectures.

Index Terms—ICV, in-vehicle network, security, attribute-
isolated architecture, ECU functional attributes.
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1. INTRODUCTION

ECENTLY, the rapid convergence of vehicles and infor-

mation technology has resulted in a rapid increase in
modern vehicles connected to the Internet [1]. Such a connection
can make vehicles become rich sources of data, including both
personal and vehicular information. However, it also means
that vehicles inevitably become lucrative targets for hackers.
In 2013, it was reported that a mass production hybrid vehicle
had been cracked by hackers [2], who illegally manipulated the
brake system through the on-board diagnostics (OBD) interface,
allowing the hackers to cause traffic accidents and threaten the
lives of the occupants. In 2015, the details of security attacks
on a SUV have been unveiled [3]. The attackers were able
to remotely invade the electronic control units (ECUs) through
in-vehicle entertainment systems, and achieve remote control
of the vehicle’s speed, air conditioning and windshield wipers.
Subsequently, in 2017, other researchers hacked some other
cars. They showed that they could remotely control the vehi-
cle including critical vehicle controls. They showed that they
could remotely control the vehicle including critical vehicle
controls [4].

The security loopholes mentioned above originated from the
limitations of the traditional in-vehicle network architecture:
1) The traditional in-vehicle network architecture is a closed
environment, that is insufficiently adapted to the open envi-
ronment of modern intelligent connected vehicles (ICVs) [5].
Any devices connected to the vehicle can obtain access to the
in-vehicle information via Wi-Fi, Bluetooth or OBD interfaces.
This increase in interconnections expands the attack surface of
the vehicle [6], [7]; 2) The communication framework of the
in-vehicle network has broadcast characteristics, in which the
ECUs (nodes) exchange information in the form of plaintext [8].
Each ECU can communicate with other ECUs without requiring
source or destination addresses. Hence, an attacker who infil-
trates an ECU can easily impersonate any other ECU and finally
achieve remote control of the vehicle.

In this paper, an ECU access control mechanism for an ICV
is designed, which achieves attribute-isolated communication
among all of the ECUs. The ECUs’ access control mechanism
solves the security threat of unauthorized access. Additionally,
it reduces the high bus load of existing in-vehicle architectures.
The main contributions of this paper are as follows:

1) An analysis of the functional attributes of in-vehicle ECUs
is performed. According to the impact of the passenger’s func-
tional requirements and the traffic environment on vehicles un-
der intelligent connected environment, we divide the functional
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attributes of ECUs into five classifications: perception, decision,
control, execution, and service.

2) Based on the above classified ECU functional attributes,
we propose an innovative in-vehicle secure attribute-isolated
communication architecture. The architecture allows the ECUs
with the same functional attributes in the internal network of the
vehicle to communicate and isolates the ECUs with different
functional attributes, achieving the purpose of access control
and reducing the bus load. Then we prove that the proposed
architecture can resist a forgery attack and an eavesdropping
attack under the random oracle model.

3) We construct the attribute-isolated communication archi-
tecture in a hardware environment and evaluate the architecture
with an in-vehicle network simulator (IVNS). The evaluation
results indicate that the architecture is more efficient than ex-
isting schemes in terms of computation time, average storage
consumption and bus load.

The rest of this paper is organized as follows: In Section 1II,
we review more related works. In Section III, ECU functional
attributes are classified. In Section IV, a novel attribute-isolated
communication for the in-vehicle network is proposed. In
Section V, we present a theoretical analysis of the security for
the novel architecture. In Section VI, an evaluating experiment
for the novel architecture is conducted and discussed. Finally,
Section VII presents the conclusions and future work resulting
from this study.

II. RELATED WORK

Researchers have been moving forward to design a secure
in-vehicle network architecture to solve the information security
problem of the in-vehicle network under the ICV environment.
The first method to ensure in-vehicle network security was pre-
sented by Wolf et al. [9], who constructed a broadcast communi-
cation architecture based on the technology of encryption. In this
architecture, all of the ECUs are connected to a gateway elec-
tronic control unit (GECU), and encrypted secret information is
transmitted between the GECU and the others. Another approach
to secure in-vehicle communication was proposed by Nilsson
et al. [10], who first introduced message authentication codes
(MAC:S) to authenticate the ECUs, overcoming the shortcoming
that an ECU identity is easily impersonated. Nevertheless, the
authentication process increases the load of the controller area
network (CAN) bus, making the approach unsuitable for an
in-vehicle real-time communication environment.

Groza et al. proposed a series of lightweight broadcast authen-
tication communication solutions for an in-vehicle CAN such
as EPSB (efficient protocols for a secure broadcast in controller
area networks) and Libra-CAN (a lightweight broadcast authen-
tication protocol for controller area networks) [11]-[13]. In their
scheme, ECUs implement broadcast authentication protocols
based on key-chains and time synchronization, meanwhile the
limited data payload of the CAN data frame in the authentication
process is considered. However, the total number of data frames
in the vehicle network doubles at minimum when the data
payload is used for MAC in these schemes, since it requires
one data frame containing the original data and at least one data

frame containing the MAC. Hence, these schemes (including
the full-length MAC) rapidly increase the load of the CAN bus
and are not suitable for deployment in the vehicle environment.
Jackson et al. went a step further, using a truncated MAC
code (Mini-MAC code) to reduce the consumption of in-vehicle
limited resource [14], but this approach weakened the security
of the scheme and interactive information among the ECUs can
be leaked easily.

In 2012, Robert Bosch GmbH developed a new communi-
cation protocol [15], known as CAN with flexible data rate
(CAN-FD) to solve the problem of the existing security archi-
tectures are inapplicable of directly assisting in-vehicle CAN
because of the limited data payload [16]. The CAN-FD design
is based on CAN, with the following advantages: First, it has a
higher bandwidth and a larger data payload. Second, its physical
layer and topologies can be maintained. Soon afterward, Samuel
et al. proposed a practical security architecture (PSAC) for
in-vehicle CAN-FD [17], [18]. In PSAC, ECUs derive session
keys with a GECU in a fixed order and perform authentication
and encryption based on the Keyed-Hash MAC and advanced
encryption standard (AES). Patsakis et al. proposed a distributed
secure in-vehicle communication architecture (DSCA) for mod-
ern vehicles under a CAN-FD [19]. In the DSCA, the ECUs par-
ticipate in a secure multi-party computation scheme to perform
authentication and encryption. However, all of the ECUs need
to perform decryption, which rapidly increases the bus load,
limiting the applicability of this approach in real-time vehicle
systems.

The above architectures under a CAN-FD do not fully con-
sider the access control mechanism, and unauthorized attackers
can also receive the in-vehicle private information. Meanwhile,
the bus load of these architectures is high. In this paper, we
propose an isolated architecture based on ECU functional at-
tributes under CAN-FD. The proposed architecture not only
has an access structure but also can reduce the bus load when
compared with [18], [19].

III. ECU FUNCTIONAL ATTRIBUTE CLASSIFICATION
A. Attribute Clustering

The traditional vehicle is a typical driver-centered system.
As shown in Fig. 1, a driver perceives changes of the traffic
environment through visual and auditory senses. Meanwhile,
the driver judges the current environment through their brain
and makes driving decisions to control the movement of their
hands and feet, completing the manipulation of the vehicle.

With the rapid development of artificial intelligence, inter-
net technology, communication technology and computer tech-
nology, ICV based on electrification, intellectualization and
networking has become a significant trend in the automotive
industry. An ICV is mainly embodied by the replacement of
manual operation with automatic driving, which can compensate
for the shortcomings of the human sensory ability and reduce
the driving manipulation intensity. The behaviour and running
state of the vehicle are controllable and predictable. Therefore,
traffic accidents caused by human factors can be eliminated, and
travel paths can be planned according to real-time road condition
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The manipulation of the traditional vehicle [20].
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The manipulation of the ICV [23].

information. Ultimately, zero casualties and zero congestion in
the road transport can be achieved [21].

As shown in Fig. 2, an ICV integrates multiple information
and physical function modules such as an environmental aware-
ness module, intelligent decision module, collaborative control
module, secure execution module and service module. The
ICV can realize safe, comfortable, energy-saving, and efficient
driving, and can eventually replace a new generation of vehicles
operated by human beings [22].

These functional modules of the ICV are made possible by
a range of 50 to 70 in-vehicle computers networked together,
called electronic control units (ECUs) [24].The ECUs exchange
information with remote access equipment through wireless
communication to sense traffic information. Meanwhile, the
ECUs transmit operation data and control instructions through
the in-vehicle network (CAN), as shown in Fig. 3.

Based on an analysis of the manipulation of the traditional
vehicle, the manipulation of the ICV and the in-vehicle network
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Fig. 3. In-vehicle network system.

TABLE I
ATTRIBUTE CLUSTERING OF ECUS

ECU functional attribu-tes | ECU Functional attributes [25], [26], [27]

e Obtain both the in-vehicle ECUs’ states and
the data from V2X.
e Camera, radar, speed sensing ECU, etc.

Attp: Perception
function attribute

Attr: Intelligent decision
function attribute

e Analyze all of the correlative relationships
between the ECUs of the whole vehicle.

e Vision ECU, around view monitor
(AVM), Road recognition ECU, etc.

e Achieve coordinated control and all
around supervision of the whole vehicle
e Transmission Control Unit (TCU),
Engine Management System (EMS),
Electronic Stability Program (ESP), etc.

Atto: Collaborative control
function attribute

Attgq: Secure execution
function attribute

e Ensure vehicle and personal safe.

e Antilock Brake System (ABS), Traction
Control System (TCS), Safety Assistance
System (SAS), etc.

Attgo: Service function
attribute

e Ensure passenger comfortable.
e T-BOX, Air Conditioner (AC), DVD, etc.

system, we classify the functional attributes of ECUs into five
functional attributes: Attp, Atty, Attc, Attg; and Attgs, as shown
in Table I.

B. The Scalability of Attribute Clustering

Based on the above-classified ECU functional attributes, an
innovative in-vehicle attribute-isolated broadcast communica-
tion architecture is constructed. We will show that the attribute
clustering of ECUs is scalable for the novel architecture.

1) The scalability of the ECU function attributes. The tra-
ditional vehicle is a typical driver-centered system, which per-
ceives changes of the traffic environment, judges the current
environment and forms driving decisions, completing the manip-
ulation of the traditional vehicle. Compared with the traditional
vehicle, an ICV is mainly embodied by replacement of manual
operation. In an ICV system, there are 50 to 70 ECUs networked
together, which like the human brain, hands, eyes and feet,
achieve environmental awareness, intelligent decision-making,
collaborative control, secure execution, and service. If a new
ECU is added to the ICV, its functional attribute of it should be
in the above classified functional attributes.
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Fig. 4. The isolated communication based on ABS access structure.

2) Attribute communication is scalable, thatis, ECUs with any
one of the same attributes can perform isolated-communication.
For example, ABS has three functional attributes {Attg;, Atty,
Atte }, where Attg; is the main functional attribute of the ABS.
Setting the access structure for the ABS based on its functional
attributes, and allowing other ECUs with one of the above
three functional attributes to exchange information. Fig. 4 is a
diagram of the isolated communication based on the ABS access
structure, which shows that leaf nodes are composed of ECU
functional attributes and each non-leaf node consists of a pair of
threshold values (1, 2). Hence, the other ECUs with functional
attributes { Attgy }, {Atty }, {Attc}, {Attgy, Atty }, {Attsy, Attc },
{Att;, Attc}, {Attgy, Atty, Attc} can exchange information
with the ABS, e.g., the braking ECU with functional attributes
{Attgy, Attc} can communicate with the ABS. However, the
air conditioner ECU with different functional attributes {Attp,
Attgo } cannot communicate with the ABS.

IV. IN-VEHICLE ATTRIBUTE-ISOLATED COMMUNICATION
ARCHUTECTURE

In this section, based on the above ECU attribute clustering,
the proposed in-vehicle attribute-isolated communication archi-
tecture is elaborated. The novel architecture consists of a gate-
way electronic control unit (GECU) and electronic control units
(ECUs) which are equipped in vehicles. The specific functions
are as follows:

GECU: The GECU'! functions as the trust authority [28] and
verifies the identity of the ECUs. Meanwhile, the GECU has
sufficient computation power and storage capacity, typically
well above those of a general ECU.

ECU: Before being allowed to interact with information, the
ECUs must register with the GECU. To function as a sender
ECU, it needs to set an access structure for the receiver ECUs
based on its functional attributes. Two ECUs can only commu-
nicate when the functional attributes of a receiver ECU satisfy
the access structure.

The proposed in-vehicle attribute-isolated communica-
tion architecture consists of five phases, namely “system
initialization”, ‘“registration”, “setting the access structure”,

'GECU is the trusted third party and is free from security leakages.

TABLE II
NOTATIONS AND DESCRIPTIONS

Notations Descriptions

GECU Gateway Electronic Control Units
(Assuming that the GECU is trusted)

ECU Electronic control unit

ECU; The I-th ECU

SKESL 1 Attribute private key of ECU;

IDgcu, Identity of ECUy

Att; Functional attribute of ECU

Si Functional attribute set of EC'U

Sigr The signature of EC'U
CTecu; The ciphertext of ECUj
CTR;y The counter of EC'U;y

Acp, The access structure of ECU

“attribute-isolated communication” and “updating the ciphertext
and attribute private key”.

P1. System initialization. The GECU publishes the public
parameters and generates the master key.

P2. Registration. The ECUs register their identities informa-
tion to the GECU.

P3. Setting the matching strategy. We set the matching strategy
for the access structure of the ciphertext and the attribute private
key.

P4. Attribute-isolated communication. The ECUs perform
attribute-isolated communication based on the matching strat-
egy.

P5. Updating the ciphertext and attribute private key. This
phase prevents attackers from obtaining in-vehicle private data.

In the following, we present the details of each phase. The
notations used in the five phases are listed in Table II.

A. System Initialization

Step 1: The GECU inputs the secure parameter & and gen-
erates two additive groups Gy and a multiplicative group G.
Define a bilinear mapping e : Gy x Gy — G1, and two genera-
tors p1, p2 of Gy and G, respectively, where G and G have
prime order q.

Step 2: The GECU randomly chooses «v, 3,0 € Z; and ahash
function H : {0,1}* — Z.

Step 3: The GECU publishes the public parameters:

{Go, G1, e, H, py, pa,0pa, 0%pa, Y =e(p1,p2)*P 1),
e(p1,p2)®?}. Meanwhile, the public key is PKgpou =
SKgrcuPs, and the master key is MK = SKgrpcu = ap;.-

B. Registration

After completing the system initialization, the GECU per-
forms the registration phase to verify the ECU identity, prevent-
ing attackers from impersonating the ECU identity. Algorithm 1
indicates the registration process. The concrete steps are as
follows.

Step 1: ECU; sends registration request information to the
GECU. The registration information is generated as follows.

1) ECU; chooses (PKgcu,, SKgcu,) as its public and
private key pairs, where SKpcu, = r1(r1 € Z;), PKpcu, =
SKgcu,pa.
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2) ECU; computes H(IDgcy,) by its identity IDgey,
and selects a secret random number o (r2 € Z;) to generate
the request information (Vgcu,, Wecu,) where (Vecu, =
PKgcu, H(IDgcuv,)), Wecu, = T2p2.

3) ECUjy signs the request information (Vgeu,, Wecu,)
through SKgcy, to obtain the signature information Sig; =
195K pev, Vecu, [Wecu,)-

4) ECU; computes H(IDgcy,) and uses PKgpcou
to encrypt Vecu,, Wecv, and H(IDgcy,). ECU; sends
Msg1(Epkgpoy (Vecy, [Wecu, |H(IDgecu,))||Sigr||t) to
GECU.

Step 2: After receiving M sg;, the GECU takes the following
actions to verify the legitimacy of ECU7.

1) The GECU verifies the validity of the timestamp by for-
mula (1), where ¢ is the current time. 7" is the maximum time
difference allowed for the vehicle.

(At=t—t)<T (1)

2) Once verified successfully, the GECU decrypts Epk g pers
(Vecu, Wecu, |H(IDgcu,)) in Msg1 by SKgecu and
obtains VECUI’ WECUI and H(IDECUI )

3) The GECU confirms the correctness of the request
information by verifying Sig;. The GECU uses formula
(2) to verify Sigr. If VSTPKECU, (Vecu, |Weeu,, Sigr) =
Verpipeu, Vecu, [Wecu,, Sigsk pev, Vecu, IWecu,))
= true, it indicates that M sg; has not been forged. Otherwise,
the GECU discards M sg; .

true Yy = SigSKECUI (1‘) 2)

|4 JY) =
TPKEcu; (m y) {false Y 7é sigSKECUI (1’)

where z is the request information (Vgcou, , Weou, ) and y is the
signature information Sigr = sigsk ey, (Vecu, |l Wecu,)-

4) GECU randomly selects r3 € Z; and computes R =
Wecu, +13p2, L=r3+ SKgrcuVecy,. GECU verifies
the legal identity of FCU; by formula (3). If formula (3) is
established, it indicates that the identity of FCU; is legal.
Otherwise, EC'U7 is forged.

LP +Wgcu, = R+ PKgecuVEcu, 3)

The process of the verification is shown in formula (4). If
formula (4) is established, it indicates that the identity of EC'U;
is legal. Otherwise, ECU7 is forged,and the GECU refuses the
request information and terminates the session.

LP + Wgcu, = (rs + SKercuVecu, )p2 + m2p2
= (r3 + SKgrcuVecu, + r2)p2
= (ro+r3)p2 + SKeecuVecu,p2
=R+ PKgecuVecu, “)

5) After verifying the legal identity of ECU;, the GECU
stores the set of legal ECUs and returns the successful regis-
tration information M sgs(Epk g pey (H(IDEcu,))||t') to the
ECU.

Step 3: ECU; decrypts Epk e, (H(IDgcy,)) in M sgs
through S K gcy,. This indicates that £ECUr successfully reg-
isters in the GECU.

Attribute private keys
ECU, Access structurel
@ — o]
ECU, Access structure2
E» @ f@j’ Message2
ECU, Access structur
e A v‘ 1 Mossnes |
ECU, Access structured
e 75 |
ECU; Access structure$ Message5
TGkt
ECU, Access struture .
i

Fig. 5. Matching strategy for the access structure and attribute private key.

Algorithm 1: ECU Protocol

(ECU_REGISTRA-TION).

1: ECUr: Generate the registration request information
2: ECU; — GECU:

Msgi(Erkgpey (Veou, IWecu, |H(IDecu,))|ISigr|t)

where Vpcu, = PKpcu, H(IDgcu,), Wecu, = r2p2

Registration

(98]

: GECU: Verify the legitimate identity of EC'U;
4:if (At =t —t) < T is valid then
GECU: Decrypt EPKGECU (VECUI H Wecu, HH([DECUI ))
in Msg1 by SKgpcu and verity Sig;
else
GECU: Refuse the request information
endif
5:if VCT‘PKECUI (Sigl, VECUI ”WECUI) = ture, then
GECU: Compute R = Wgcy, + r3p2,
L =713+ SKgrcuVecu,
else
GECU: Refuse the request information
6: if Lps + WECUI =R+ PKGECUVECUI then GECU: The
legal identity of the ECU is successfully authenticated, and then
GECU — ECU;:

Msg2(Epkgpey (HIDpcu,))|It)

endif
7: EC'U;: Successfully registered
endif

C. Setting the Matching Strategy

After the ECUs successfully register in the GECU, we set
the matching strategy for the access structure of the ciphertext
and the attribute private key. As shown in Fig. 5, the in-vehicle
ECUs are logically separated from their access rights. The
ECUs are described by functional attributes and obtain attribute
private keys according to their functional attributes. The ECUs
can communicate only when their attribute private keys can
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Fig. 7. In-vehicle attribute-isolated communication.

decrypt the ciphertext. Therefore, the matching strategy realizes
the isolated communication among the ECUs with the same
functional attributes.

For example, the antilock brake system (ABS), which can
quickly judge the lock state of a wheel according to the speed
signal from each wheel speed ECU to ensure the vehicle safety,
has three functional attributes: Atty: the perception function
attribute, Attc: the collaborative control function attribute, and
Attgy: the secure execution function attribute. We set the access
structure for ABS based on its functional attributes, as shown in
Fig. 6. In addition,the ABS generates the attribute private key
based on its functional attributes. Therefore, the attribute private
key matches the access structure based on the ABS functional
attributes.

D. Attribute-Isolated Communication

Based on the above matching strategy and ciphertext-policy
attribute-based encryption algorithm (CP-ABE), the ECUs per-
form attribute-isolated communication, thereby allowing only
the authorized ECUs to obtain the in-vehicle private information.
The specific design of our scheme is shown in Fig. 7. We take
ECU; and ECU; to show how the ECUs can communicate,
ECU;r and EC'U  have the same functional attributes Att;. The
concrete steps are as follows.

1) ECU; Generates the Ciphertext: ECU; performs the
following steps to broadcast the ciphertext:

i) ECUy sets the access structure Acp, as shown in Fig. 1.
Every non-leaf node of the tree represents a threshold k,. and the
number of a children node num, (1 < num, <5). Each leaf
node 7 of the tree is described by its functional attributes.

ii) ECUj chooses s € Z; and a polynomial g, of degree d, =
kr — 1in Acp,, where k.. is the threshold of the node 7 in Ac p,,
¢r(0) = s. Let N, denote the set of all leaf nodes in Acp,.

(1,num )

Attp (1, num,)

Atty

A@

Fig. 8. Access Structure.

ECU; computes the ciphertext by formula (6) as follows:
CTry = (Acp,,C,C,C"\¥r € N, : C.,C") ©)
C, =

r

Where C = e(p1,p2)*P*M, C =sp;, C' =YY",
¢-(0)H (Att;)ps + ¢-(0)0%pa, andC,. = ¢,(0)0ps).

Meanwhile, ECU; broadcasts M sgp, (CTr||T1) in the ve-
hicle.

2) ECU; Obtains M Fromthe Ciphertext: ECU j performs
the following steps to achieve M from the broadcast ciphertext.

i) ECUjy takes Att;, MK as an input, where Att; is
the functional attribute of ECU;. ECU; randomly selects
k]-,lj € Z, for each attribute Att; € S; and then computes
h; = H(Att;). Subsequently, ECU; computes the attribute
private key SKCP ABE & SKgnglBE = (D;,VAtt; € S :
D%, DY) where D; = aps —|—l ikjp2, Dy = kjp1 + hjp1, D} =
ljijpl.

il) ECU} uses the recursive algorithm Decrypt Node(CTr,
SKESY) 5, ) and inputs OT;, SKESY) 5, and node
of the access structure Acp,. SKESU) 5y is related to the
attribute set S; and the attribute At¢;. The definition of

DecryptNode(CTr, SKG5) 5. 7) is as follows:
ECU (DI C,)
DecryptNode(CTr, SKop_App,T) = e(D" o)

= e(l;k;p1, ¢-(0)p2)
15k (0)

(6)

(
= e(p1,p2)"”
We denote:

B = DecryptNode(CTy, SK@EE@,BE, r) = e(p1,

Ylikis | where ¢, (0) = s.

After performing DecryptNode(CTy, SKggE{‘BE, r),
ECUj can obtain M as follows:

P2
B-C
Decrypt(cj—'laSKgggA]BE):e(C D ) O

e(p1,p2)li*ise(pr, p2) P M

e(pr,pz)(etiki)-e(py,po) (1)
=M - e(p1,p2)*@®
=M (7

E. Updating the Ciphertext and Attribute Private Key

The proposed attribute-isolated communication architecture
introduces a counter mechanism in the traditional CP-ABE
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scheme to update the ciphertext and attribute private key of each
ECU. We specify that the counter is integrated into the access
structure when the sender ECU generates the ciphertext each
time, hence the receiver ECUs must synchronize the counters
and update their own attribute private key. This effectively
prevents attackers from obtaining in-vehicle private data. The
concrete steps are as follows.

1) ECU; Updates the Ciphertext: When a vehicle stalls,
any broadcast interaction ends, and ECU; will invalidate its
previous ciphertext CT7. The next time the vehicle is started,
ECU; must generate a new ciphertext as follows.

i) EC'Ur manages its own counter value C'T'R; and computes
H(Att; ® CTRy), and then generates the new ciphertext C'T7
by formula (8).

CT) = Acp,,C,C,C"Vr € N, : C"

rnew?

cl) o ®

where C = e(p1,p2)**M, C=sp;, C'=Y5, C 0=
q-(0)H (Att; ® CTRy)p2 + ¢-(0)0%pa, andC! = ¢,.(0)0p2).
ii) ECU; broadcasts the new ciphertext C'T; in the vehicle
and increments CT R;.
2) ECUj Updates the Attribute Private Key: After receiv-
ing the ciphertext, FCU; manages the counter of FCUj;

and computes h;- = H(Att; ® CTRy), and then generates

the new attribute private key SK/Z5V7 5, as SKZESY 0 =

(Dj,VAtti € Sj : Dékneuﬂng) where D, = aps + ljk‘jpg,
Dijnew = kjp1 + Bjp1,and DY = 1;k;0p1. ECU; increments

the counter CT R; of ECUj.

V. SECURITY ANALYSIS OF THE PROPOSED SCHEME

In this section, we theoretically prove that the proposed archi-
tecture can resist forgery attack and eavesdropping attack under
the random oracle model.

Theorem 1: Assuming that the Discrete Logarithm (DL) as-
sumption is established, the ECU ID in the proposed attribute-
isolated architecture can resist a forgery attack.

Proof: Assume that the attacker A can fake the real iden-
tity information /Dgcy, of the legal ECU and generate a
validmessage M sg, that is, A can calculate the effective value
Vecu, = PKgcu, H(IDgcu, ) of M sgr. The advantage of A
attack success is Adv 4. We use A to construct an algorithm Ap,
to solve the DL problem. |

Apy, randomly chooses 6 € Z, publishes the public param-
eters:  {Go, G, e, H,p1,pa, 0pa, 0%pa, Y = e(p1,p2)** Y,
e(p1,p2)®} and saves the master key MK = ap; secretly. A
can make queries about Apy to gpp times.

Query: A makes queries about I Dgcyy,, and algorithm Apy,
returns VECUI = PKECUIH(IDECUI) to A.

Challenge: After A receives Vgycu,, A uses (PKgcu,,
Vecu,) to call algorithm Apy, and lets H(I Dgcy, ) = a. That
is given PKgcu,, aPKgcu,, compute a.

The advantage of A challenge success in this process is
Adva = qpyr, - Advpr. As can be seen from the difficult prob-
lems described in the preliminaries, the advantage Advy of
the algorithm in successfully solving the DL problem in the
polynomial time is negligible, hence the attacker A cannot
counterfeit the ECU ID.

Theorem 2: Provided that the DL assumption is established,
the ECU attributes in the proposed attribute-isolated architecture
cannot be obtained.

Proof: Assume that the attacker A can obtain the real at-
tributes Att; of the ECU, that is, A can calculate the effective
value H (Att;)p, in the ECU attribute private key S K ggg}]x BE-
The advantage of A successful attack is Advs. We use A to
construct algorithm Ap, to solve DL problem. |

Apr randomly chooses 6 € Z;, publishes the pub-
lic parameters: {Go,G1,e, H,p1,pa,0pa2,0%p2, Y = e(p1,
p2)*®Y e(p1,p2)®} and saves the master key MK = aps
secretly. A can make queries about Apyto gpy times.

Query: A makes queries about the real attributes Att; of the
ECU, and Apy, returns H (Att;)p; to A.

Challenge: After A receives H(Att;)p1, A uses
(p1, H(Att;)p1) to call algorithm Apy, and lets H(Att;) = a.
That is given p1, ap;, compute a. The advantage of A challenge
success in this process is Advy = qpr, - Advpy. The advantage
Adv 4 of the algorithm in successfully solving the DL problem
in the polynomial time is negligible. Hence the attacker A cannot
obtain the ECU attributes and generate the ECU attribute private
key.

Theorem 3: Assuming the DBDH (Determine Bilinear Diffie-
Hellman) problem is difficult, then the scheme designed in this
paper is CCA (Chosen-Ciphertext Attack) secure.

Proof: Challenger C' randomly chooses 6 € Z, publishes
the public parameters: {Go,G1,e, H,p1,p2,0p2, 0°ps, Y =
e(p1,p2)®V e(p1, p2)?} and saves the master key MK =
aps. |

Phase 1: C' generates the attribute private key accord-
ing to the attribute set S; of the ECU: SKZSY 5. (D).
Then C' generates C'T" and broadcasts it according to formula
(5) in the attribute-isolated communication process: CT' =
Acp,C,C,C",CL,CY).

The attacker A intercepts ciphertext C'T" from the broadcast
messages by eavesdropping and sends C'T to C. C uses the
decryption algorithm to obtain M and transmits it to A.

Challenge: A chooses two equal messages M, M7 and access
structure Afp. A sends (Mo, My, Agp) to C. C sets r to be
the set of the root node in A, after receiving (Mo, My, A p).
Then C randomly selects b’ € {0, 1} and computes:

OT* = (ALp,C = Z - My,
zZ

C=cp,0' = ——F—,
e(ap1, cpz)

Vr € N, :
C; = qr(O)H(atti)p2 + qr(0>92p2>
Gy = q-(0)0p2)

Finally, C returns C'T* to A.

Phase 2: All of the queries in Phase 1 can be performed during
Phase 2. However, if A asks for the decryption algorithm in
the attribute-isolated communication phase, C' will abort the
simulation.
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Guess: A outputs b” € {0,1} as a guess for b'. If " =¥/, A
will win the game. Otherwise, A fails. If the attacker A can
win the CCA game in polynomial time with non-negligible
advantage ¢, then C can solve the DBDH enlarge 20% problem
with non-negligible advantage £’, where ¢’ > (e — §) and § is
a negligible advantage. The probability analysis is as follows.

If Z = e(p1, p2)®*°, we can achieve that

Pr[A(plaPQa api, bplv Cp1, ap2, pr, Cp2, e(p17p2)abc) = 1]
= Pr[b” = b'] where | Pr[b” = '] — | > e. Otherwise, if Z is
randomly chosen from G, then

Pr[A(php?vaplvbpla Cp1,ap2, bp?a Ccp2, Z) = 1] = Pr[b// = b/]

Where | Pr[t” = V'] — 1| < § and d is the advantage of break-
ing the semantic security and can be ignored. Hence, we can
present that

| Pr[A(p1, p2, ap1, bp1, cp1, apz, bpa, cp2, e(p1, p2)**) = 1]
- Pr[A(p17p27apl7bplacplaaPQubp27cp27 Z) = 1]|
>e—90

Therefore, we can conclude that the proposed scheme satisfies
CCA secure.

VI. SIMULATION AND EVALUATION

In this section, we first constructed the attribute isolated
architecture using STMicroelectronics’s automotive microcon-
trollers to extract the hardware parameters and then evaluated the
architecture using the software In-Vehicle Network Simulator
(IVNS). We compared the proposed architecture with the archi-
tecture suggested in [18] and [19] in terms of the computation
time, average storage consumption, and bus load.

A. Simulation

1) The Construction of the Attribute Isolated Architecture in
the Hardware Environment: To ensure that the software simu-
lation follows reality as closely as possible, the simulation can
be parametrized with measurements from real hardware. In the
hardware-constructed experiment of the attribute isolated archi-
tecture, we used 12 STM32 microcontrollers with 12 address
numbers of 0X0446 to 0X0451 as ECU nodes, and the 0X0449
address number node was used as the GECU. We first trans-
planted the portable system contiki in the integrated environment
of keil’s MDKS and compiled the codes used in the experiment.
As shown in Fig. 9, we built an attribute isolated architecture.
The time parameters of the hardware were exported through the
serial port. The specifications of the tools used in the hardware
experiment and software simulation are shown in Table III.

i) Extraction of the registration time parameters: We mea-
sured the registration time of 12 ECUs in the attribute-isolated
architecture respectively, as shown in Table IV. The average
registration time for an ECU to perform one registration is
approximately 0.36 ms. The average time that the GECU verifies
one ECU is approximately 0.54 ms.

ii) Extraction of the encryption and decryption time parame-
ters: The average execution time for encryption, attribute private
key generation and decryption were measured by implementing
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Fig. 9. Construction environment of the attribute-isolated architecture.
TABLE III
TooLS USED FOR THE SIMULATION
Tools Remarks
O/S Contiki, Unbuntu Linux kernel-4.15.0-33-generic
Hardware | STM32
Compiler | MDKS5
Hterm Serial debugging tool
Software IVNS
CPU Intel core 13-370M 1.6 GHz
RAM 8GB
PC Used to install these software packages

TABLE IV
REGISTRATION TIME EXTRACTED FROM THE HARDWARE

Node ID Registration time
GECU 0x0449 5.9 ms
ECU_1 0x0446 0.34 ms
ECU_2 0x0448 0.35 ms
ECU_3 0x044A 0.38 ms
ECU_4 0x0447 0.36 ms
ECU_5 0x044B 0.35 ms
ECU_6 0x044C 0.39 ms
ECU_7 0x044D 0.33 ms
ECU_8 0x044E 0.34 ms
ECU_9 0x044F 0.37 ms
ECU_10 0x0450 0.35 ms
ECU_11 0x0451 0.36 ms

the CP-ABE algorithms on 11 ECUs. We measured the average
key generation time, the average encryption time, successful
decryption time and failed decryption time from 1 byte to 100
bytes, as shown in Fig. 10. The average time for an ECU to
generate the attribute private key is approximately 3 ms. The
average encryption time on hardware is 4.8 ms. The average time
for an ECU to fail to achieve decryption is 1.6 ms. The average
time for an ECU to successfully achieve decryption is 7.5 ms.
2) IVNS Simulation: Then, to verify the performance of the
proposed attribute isolated communication among the ECUs,
the time parameters extracted from the hardware experiment
are imported into a python database. We built a 64-bit system
environment based on Ubuntu under the PC, with 1.6 GHz CPU
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Fig. 11.  Computation time.

and 8 GB RAM. Then, we built a simulator environment based
on In-Vehicle Network Simulator (IVNS) which is developed by
Artur Mrowca et al. [29]. To export the communication perfor-
mance results, we created a monitor tag in the communication
layer of the IVNS. The monitor tag outputs the simulation results
into CSV files. The analysis of the simulation results is shown
in the next subsection.

B. Evaluation and Comparison

In this subsection, we compare the proposed architecture with
the architecture PSAC suggested in [18] and the architecture
DSCA in [19] in terms of the computation time, average
storage consumption, and bus load. For the convenience of the
description, our proposed architecture is denoted as Ours.

1) Computation Time: We measure the computation time
from the time that the ECUs process a message and transmits
the encrypted messages in our scheme. The simulation result is
shown in Fig. 11, if ECUs are added to the system for all of the
architectures, the measured computation time needed to execute
the simulation increases with an increasing number of ECUs. In
addition, the DSCA performs the slowest, while the computation
time for the PSAC with 100 messages is nearly equal to that of
our architecture with 200 messages. Furthermore, the slope of
the curves is higher when ECUs send more messages. Hence,
for the DSCA, the computation time for 40 ECUs and 200
messages is 849.78 ms and for 100 ECUs, the computation time
1s 4736.87 ms. For PSAC it is 513.47 ms and 1403.77 ms, while
for our architecture, it is 408.77 ms and 1174.88 ms. Hence, the
computation time of the proposed attribute-isolated architecture
is less than that of the PSAC and DSCA.

250

_
50 | v
- —*

- ————

0 40 80 120 160 200
Number of ECUs

Fig. 12.  Average memory storage.

—— Ours
90F| —v— psac
—*— Dsca
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Fig. 13.  Bus load comparisons.

2) Average Storage Consumption: The average memory us-
age behaves differently for the three architectures, as shown in
Fig. 12. While for our architecture and PSAC, the average mem-
ory usage is nearly equal when the ECUs are added to the system,
for the DSCA, the average memory usage increases linearly.
This is because the DSCA needs to cache more authentication
and encryption messages. For the DSCA, the average memory
usage for 120 ECUs and 200 messages is 159.98 MB and for 200
ECUs, the average memory usage is 261.73 MB. For the PSAC,
the average memory usage is 81.56 MB and 139.78 MB, while
for our architecture, the average memory usage is 78.69 MB and
125.78 MB. Additionally, the DSCA requires more events than
other architectures per new ECU, as a message exchange is more
costly than our architecture or the PSAC and more ECUs mean
more receivers. Hence the DSCA curve increases rapidly. For the
PSAC, each ECU performs authentication and encryption and
decryption to cache messages. The additional monitor informa-
tion that results from more ECUs thus requires more receivers
in the DSCA. For our attribute-isolated architecture, the curve
slowly increases. The number of receivers is less than the number
of ECUs in the vehicle and only specified ECUs can cache
in-vehicle data. From this perspective, our architecture attains
reasonable memory usage in comparison with the memory usage
of the DSCA and PSAC.

3) Bus Load: The bus load rate is the sum of the bus percent-
ages occupied by all data frames, and is an important indicator
for measuring the communication performance of an in-vehicle
network. We fixed the baud rate of the CAN-FD at 500 Kbps
and evaluated the bus load for different cycles and number
of messages. Fig. 13 shows the bus load of our architecture
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compared to that of the PSAC and DSCA in terms of the number
of messages. In the case of the DSCA, the bus load increase
by approximately 50% due to the new message exchange and
encryption. The bus load of the PSAC is slightly higher than
that of our architecture since the PSAAC additionally has to
transmit as many MAC messages as receivers. When there are
100 messages in the vehicle, the periods are 10 ms, 20 ms and
50 ms, the bus load of DSCA is 34.39%, that of PSAC is 22.34%,
while the bus load of our architecture is 18.96%. Hence, the bus
load of DSCA and PSAC are higher than that of our attribute
isolated communication architecture. The proposed architecture
can be well applied to the in-vehicle real-time environment.

VII. CONCLUSION

In this paper, a secure and efficient attribute-isolated au-
tomotive architecture was proposed. First, an analysis of the
functional attributes of all of the in-vehicle ECUs in an intelligent
connected environment and a division of the functional attributes
of the ECUs into five classifications were performed. Second,
based on the above-classified attributes, we demonstrated a
secure attribute-isolated communication architecture. The ECUs
have different access rights, allowing only the ECUs with the
same functional attributes in the internal network of the vehicle
to communicate. Then, it was proven that the proposed architec-
ture could resist both forgery and eavesdropping attacks under
the random oracle model. Finally, the secure attribute-isolated
communication architecture was constructed in a hardware en-
vironment and evaluated with the IVNS. The evaluation results
showed that the average memory usage with 120 ECUs and
100 messages is below 40 MB and the bus load can be reduced
to 18.96% using the proposed security architecture compared
with existing architectures. Our results confirm that the proposed
architecture is suitable for an application to in-vehicle real-time
environments.

In the future work, ICV will face driverless environments.
These driverless cars can use nodes to perform edge computing
and collect information for decision-making [30]. We will use
gateways as nodes to enhance the collection capabilities of edge
computing and ensure the efficiency and real-time performance
of the automotive system. Therefore, securing automotive archi-
tecture based on edge computing will be the focus of our future
research.
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