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Abstract—The rapid evolution of blockchain technology has
attracted global users to operate nodes and participate in con-
sensus processes. However, heterogeneous networks and hardware
conditions may induce chaotic behavior in nodes, leading to
critical faults such as packet loss or data corruption. These faults
compromise system robustness, causing node crashes or desyn-
chronization. Existing chaos engineering methods for blockchain
systems suffer from inefficient fault injection and lack feedback
mechanisms to iteratively guide fault selection.

To address these limitations, we propose ChaosChain, a frame-
work for efficient and effective chaos engineering in blockchain
systems to expose robustness vulnerabilities. For efficiency, we
design a parallel fault coordination mechanism that injects
multiple fault types into arbitrary nodes simultaneously while
enforcing blockchain consensus security constraints. We construct
a global timeline of all executed faults and validate security
constraints before each injection. To improve effectiveness, we
introduce next fault guidance, a feedback-driven approach that
selects optimal faults to trigger complex node state transitions. We
model each node’s state as an interference-resistant state machine
that captures state transitions during faults without cross-node
interference.

We evaluate ChaosChain across four implementations in
Filecoin and Ethereum, uncovering six new robustness issues.
Compared to state-of-the-art tools, our framework injects 4x
more faults concurrently.

I. INTRODUCTION

With the rapid growth of the blockchain ecosystem,
many well-known public blockchains have emerged, includ-
ing Ethereum [7], Filecoin [12], and Polkadot [53]. These
blockchains allow users worldwide to set up their nodes. These
nodes can join the blockchain network and participate in the
consensus process. However, this inclusivity can introduce
chaos into the blockchain system. Each node operates on
its own local network and hardware environment, leading
to potential faults such as network fluctuations that cause
packet loss when exchanging messages with nodes or hard-
ware failures that prevent nodes from accessing parts of their
stored data. Thus, the blockchain system employs consensus
mechanisms [33] to tolerate faulty nodes and ensure that all
nodes maintain the same state.
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However, considering the complex real-world scenarios,
maintaining such robustness can be challenging for the
blockchain system [78]. For example, Ethereum has over
6,500 nodes from more than 50 countries [10]. In 2023,
it faced a robustness issue when some nodes continued to
broadcast outdated attestations to the network, possibly due
to network delays [54]. This caused other nodes to suffer a
DoS attack, resulting in a 30-minute halt in the generation of
new blocks [48]. This incident resulted in a total loss of over
$200,000.

Chaos engineering is considered a novel methodology for
assessing software system robustness [1]. This approach in-
volves deliberately introducing faults into the system to evalu-
ate whether it can recover to its steady state. Chaos engineering
has proven to be a useful tool within blockchain systems.
For example, CHAOSETH [76] evaluates the Ethereum im-
plementation’s resilience under chaotic system call results.
Phoenix [38] detects blockchain resilience issues under net-
work chaos. Attacknet [25] injects different faults into the
Ethereum system to identify possible failures. However, these
methods often fall short of performing efficient and effective
chaos engineering for several reasons.

First, inefficiency in fault injections towards the blockchain
system. These existing methods inject only one type of fault
into nodes in the blockchain system at a time. This makes
the testing process time-consuming and cannot simulate real-
world, complex scenarios in which multiple nodes may experi-
ence different faults simultaneously. Although general-purpose
chaos engineering tools like Gremlin [20] and Litmus [35]
support multiple fault types, they lack blockchain-specific
capabilities, such as awareness of the consensus state.

Second, the selection range of nodes for fault injection in
these methods is limited. CHAOSETH only selects one node
for fault injection, while Phoenix and Attacknet require manual
effort to pre-define which fixed nodes can be injected with
faults, rather than allowing for flexible selection of any nodes
within the blockchain system. This limitation makes it difficult
to perform efficient chaos engineering to identify robustness
issues hidden deep within the system.

Third, these methods lack an effective feedback mechanism
to guide fault injection. They select faults to inject into the
system manually or based on pre-defined states rather than
being guided by the results of previous faults. This can lead
to inefficient testing to uncover robustness issues.



However, addressing these issues presents two challenges.

The first challenge is maintaining the consensus steady state
while injecting multiple fault types simultaneously across an
arbitrary number of nodes. To effectively simulate real-world
blockchain fault scenarios in chaos engineering, we must inject
multiple faults into multiple nodes simultaneously. However,
each blockchain system has security constraints inherent to
its consensus protocol. For example, the consensus protocol
used by Ethereum requires that no more than 49% of the
miner nodes exhibit misbehavior [8]. If more than half of
the miner nodes are injected with faults, it would generate
an uncorrectable hard fork, and the system would not be able
to return to its steady state. Such a steady state violation is
meaningless due to a breach of the consensus protocol. There-
fore, a fault-injection strategy must consider these security
constraints before effectively injecting multiple faults across
multiple nodes.

The second challenge is designing an effective feedback
mechanism to select suitable faults that trigger deeply hid-
den robustness issues. A feedback mechanism is needed to
effectively extract the node’s state transitions during the fault
injection period and monitor the fault’s impact on the node’s
state. Although previous methods propose metrics such as
node state measurements based on built-in monitoring met-
rics [76] or node consensus states [38], these metrics are
ineffective under multiple fault scenarios. The metrics from
built-in monitoring components do not account for the impact
of other nodes, making them unsuitable for scenarios with
multiple nodes under fault injection. On the other hand, the
node consensus state is not fine-grained enough to monitor
node state changes to guide feedback for selecting new fault
injections. For example, if an injected fault causes network
message traffic to increase significantly, this metric cannot cap-
ture the state changes since the node’s consensus state remains
the same. Thus, the feedback mechanism must capture state
transitions precisely and be fine-grained enough to identify
state transitions during the fault period.

To address the aforementioned challenges, we propose
ChaosChain, a framework that identifies robustness issues in
blockchain systems by introducing parallel fault coordination
and next fault guidance via reinforcement learning. To ad-
dress the first challenge, we construct a global timeline of
all executing faults and apply security constraints to ensure
that injected faults do not violate the requirements of the
corresponding blockchain consensus protocol. For the second
challenge, we model the node state as a Mealy state model to
capture state transitions during testing. This model serves as a
metric to guide the reinforcement learning method in selecting
the next suitable fault to inject into the blockchain system.
Regarding the fault types, we not only inject crash faults [68],
such as network chaos, but also introduce blockchain-related
Byzantine faults [3], such as double-spending [71], to simulate
complex node behavior within the blockchain system. By
implementing these approaches, our framework can achieve
effective and efficient chaos engineering within the blockchain
system.

Our contributions can be summarized as follows:

Efficient Fault Injection. We propose a novel approach

that combines fault timelines with security constraints from the
consensus protocol, allowing the injection of multiple types of
faults simultaneously on an arbitrary number of nodes. The
evaluation shows that this approach can inject three times as
many faults into the blockchain system and four times as many
faults simultaneously as existing methods.

Effective Node State Modeling. To provide an effective
metric for the guidance to select suitable faults for each node
to achieve maximum state diversity, we construct the node
Mealy state machine using the timeline. This metric ensures
that the state is not disrupted by other nodes under different
faults. The evaluation shows that our state machine provides
consistent and effective results under complex fault scenarios.

Comprehensive Evaluation and Implementation of
ChaosChain. We implement and evaluate the effectiveness
of our framework on Filecoin and Ethereum. ChaosChain
detected six new robustness issues, four of which have been
confirmed by developers. We will open-source the framework
for further examination and validation.

II. BACKGROUND
A. Chaos Engineering

Chaos engineering is a software testing methodology aimed
at evaluating a software system’s ability to tolerate failures
while still providing service [70], [1]. Netflix first popularized
this method with a tool called ChaosMonkey, which randomly
shuts down servers related to production services to assess
whether the system continues to function properly [43].

Chaos engineering is designed based on four principles [1]:
First, build a hypothesis around the system’s steady state. To
evaluate the effectiveness of the injected chaos in disrupting
the system’s normal service, we need to formally define the
system’s normal state as the steady state. For example, in a
blockchain system, we can define a node’s steady state as its
ability to sync with the latest block and produce new blocks
when available. After defining the system’s steady state, we
need to determine the types of chaos to be injected into the
system to simulate real-world failure events. For example, we
can introduce node-offline scenarios or noisy network traffic as
potential faults to inject chaos. Third, we need to inject chaos
into the production environment, which requires reproducing
the entire system in a test context. However, in blockchain
systems, replicating the main chain is impractical. Instead, we
can replicate the local blockchain with the same configuration
as the main chain to simulate the production environment.
Finally, it is essential to automate experiments to run continu-
ously. Automation in chaos engineering is crucial because the
system is continuously evolving. Continuous testing ensures
that experiments run repeatedly as the system evolves and
that new production services are designed to withstand these
failures. This ongoing process helps maintain system resilience
over time.

In blockchain systems, to better evaluate robustness, we
should incorporate Byzantine faults alongside crash faults,
allowing nodes to misbehave. This approach enables us to
simulate the complex node behaviors within blockchain sys-
tems and provide a more comprehensive assessment of their
robustness.



B. Blockchain System Robustness

The blockchain system is maintained by individual nodes
that adhere to the same consensus protocol [8]. Compared to
consensus protocols used within distributed database systems
like Paxos [31] or Raft [49], which only consider crash fault
tolerance (CFT) where nodes can crash but the system remains
operational [68], blockchain consensus protocols allow for
Byzantine Fault Tolerance (BFT) [3]. The BFT can handle
nodes performing malicious behavior, such as broadcasting
invalid transactions. Additionally, the concept of client diver-
sity [79], proposed by Ethereum, requires nodes within the
blockchain system to have multiple implementations across
different programming languages. For example, Prysm [56]
is implemented in Golang [18], while Lighthouse [61] is
implemented in Rust [58]. This diversity makes the real-world
blockchain system a complex peer-to-peer network that must
be robust enough to tolerate not only multiple types of faults
but also a variety of node implementations.

However, once the system’s robustness is violated, it can
cause significant damage. For example, the Ethereum con-
sensus network experienced a robustness bug on May 11,
2023 [48]. The blockchain failed to finalize due to missing
blocks. Approximately 149 blocks were missing, resulting in
a total loss of 55 ETH. The issue was caused by nodes failing
to handle out-of-date attestations, leading the affected nodes to
continuously rebroadcast these outdated messages. This caused
other normal nodes to run out of resources due to the expensive
operations required to process them.

Thus, chaos engineering for blockchain systems must not
only cover malicious node behavior but also be flexible enough
to account for nodes with different implementations, simulat-
ing the complex behavior of real-world blockchain systems.

III. OVERVIEW

1 func (ms *msgSet) add(m *SignedMessage, ...) {
2 exms := ms.msgs[m.Message.Nonce]

3 if m.Cid() == exms.Cid() {

4 return ErrExistingNonce

5 }

6 3

7 func (mv *MessageValidator) Validate() {
8 err := mv.mpool.Add(ctx, m)

9 switch err {
10 case ErrExistingNonce:
11 return ValidationReject
12 }

13}
14 func (p *PubSub) handleIncomingRPC(rpc *RPC) {

15 switch p.rt.AcceptFrom(rpc.from) {

16 case AcceptNone:

17 log.Debugf("dropping RPC", rpc.from)

18 return

19 }

20 }

21 func (gs *GossipSubRouter) AcceptFrom(p peer.ID) {
22 if Score(p) < graylistThreshold {

23 return AcceptNone

24 }

25}
Fig. 1: Simplified code snippet demonstrating the sync failure
bug in Filecoin.

A. Threat Model

We define the blockchain system B under chaos engineering
as the tuple (N,C,R,T,F). The N represents the number
of blockchain nodes in the network. And C' € N represents
the nodes currently injected with chaos faults. The R € N,
where C' N R = (), means the set of nodes that have stopped
being injected with chaos faults and are under recovery back
to a steady state. The symbol T  represents the transactions
of native tokens between nodes. The F' represents the chaos
faults that can be injected into the nodes within {N — R}
in the blockchain network. These faults include crash faults,
such as network interruptions, and Byzantine faults, such as
double-spending transactions, where ¢z, ¢z’ € TX have the
same nonce.

We define blockchain robustness issues as disruptions to the
steady state of any node within the blockchain system. We
formally define two types of node steady states: functionality
steady state and consensus steady state. The functionality
steady state of node n; is defined as follows.

Vn; € {N — C — R}, n;.blocks = n;.blocks (1)

This ensures that the node n; can synchronize with the latest
blocks from most normal nodes. If the node holds a block
number different from the majority, its functionality steady
state is considered disrupted. The consensus steady state of
node n; is defined below.

Vn; € {N — C — R}, n;.balance(n;) = n;.balance(n;)
An;.balance(n;) = nj.balance(n;)

@

This ensures that there is no hard fork within node n;, as
it holds the same consensus results as the majority of normal
nodes. If n; holds a different value, its consensus steady state
is considered disrupted. If either the functionality steady state
or the consensus steady state is disrupted, we consider the node
to have a robustness issue.

We define our chaos engineering strategy S on top of the
blockchain network B as the tuple (B, FG, FC,SC,l) =
(N,C,R,T,F),FG,FC,SC,7). The FG : N x F — F'
represents the fault guidance function. It selects nodes based
on the security assumption constraints to inject suitable faults.
The FC : N x F xSC — C is the fault coordination function,
it injects the faults selected by the fault guidance function into
the blockchain network. The execution sequence is coordinated
by the corresponding consensus protocol’s security constraints
SC, ensuring that injected faults do not deliberately corrupt
the node’s steady state by causing illegal executions, such as
a 51% attack [63] or an eclipse attack [23], [65]. Our chaos
engineering strategy aims to select suitable faults to inject into
the system, causing nodes to be unable to recover to their
steady state within the recovery time limit 7.

B. Motivation Example

In this section, we discuss a known robustness bug in the
Filecoin blockchain system that causes nodes to fail to sync
the latest blocks from the network [64].

The root cause of the issue is the incorrect penalization
of peers who resend duplicate messages. As illustrated in
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Fig. 2: The overview of the ChaosChain framework. The parallel fault coordination is responsible for capturing and modeling
all the injected fault states within the blockchain system. The next fault guidance captures feedback from the nodes within the
blockchain system. The steady state check verifies whether a node fails to recover to its steady state.

the Figure 1, in line 1, the function add processes received
messages from other nodes. If a remote node validates that the
received message has the same nonce as an already received
message (line 9), it will generate an ErrExistingNonce error,
reject the message, and decrease the sender node’s score below
the graylistThreshold. This causes the remote node to reject
any future messages from the sender node.

Thus, if the sender node has pending messages that persist
for a long time, it will republish them at regular intervals,
leading to penalties from all its neighboring nodes. However,
the sender node can still receive the latest blocks via random
broadcasts from its neighbors. Once it misses a block due
to network chaos, it cannot request the missing block from
any neighbor, since they reject its requests. Thus, the sender
node might not be synced with the latest chain due to a single
missing block.
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Fig. 3: The timeline of the Lotus sync failure bug. The grey
box indicates that both faults are executed simultaneously.

6. Reject request

The Figure 3 illustrates the timeline for reproducing
such a bug. The node validator-0O is our victim node. The
blockchain network contains three nodes: miner-0, validator-0,
and validator-1. Miner-0 is the block producer, while validator-
0 and validator-1 are normal nodes without mining power.

At time t, validator-0 starts sending two transactions with
the same nonce due to the injected fault of double-spending.
After time ¢;, the system time is altered by the injected fault,
leading it to believe its transaction was dropped in the network
and prompting it to resend the transactions.

After receiving the duplicate transactions, validator-1 and
miner-0 perceive validator-O as malicious and reject any re-

quests from it. Despite this, validator-0 can still sync with the
latest blocks since miner-O and validator-1 can still broadcast
new blocks to validator-0.

Next, after to, validator-O misses one of the new blocks from
either miner-0 or validator-1 due to the injected network chaos.
Consequently, validator-O starts requesting the missing block
from validator-1 and miner-0. Since they reject validator-0’s
request, validator-0 falls out of sync due to the missing block
and gets stuck at syncing, even though it can still receive the
latest blocks.

IV. APPROACH

The overview of our framework ChaosChain is shown in
Figure 2. The framework consists of three main components:
textbf parallel fault coordination, next fault guidance, and
steady state check. The whole chaos engineering process
starts as follows. After setting up the blockchain system, we
first @ check the fault state within the blockchain system
and construct the global fault timeline within the global fault
monitoring. We then @ select all possible nodes that can
be injected with new faults, based on the node’s security
constraints, to obtain the node state information. Then, in
®, we filter out interference messages from other nodes to
construct the node state model. Next, in @, we compute the
node state transitions to select suitable faults for the new fault
selection. In ®, the selected new faults are sent to the node
fault injection module to wait for the appropriate time to be
injected into the system. Then, in ®, the faults are injected
into the system properly under the constraints. Finally, at @,
after each fault ends, our steady state check verifies whether
the node has recovered to its steady state.

A. Parallel Fault Coordination

In the parallel fault coordination component, we first moni-
tor all fault events within the blockchain system by construct-
ing a timeline of all executed faults in causal order. Then, in
the node fault injection module, we apply a constraint check
with the timeline to determine the appropriate timing for fault
injection. This ensures that the executed fault would not violate
the node security requirements.



1) Global Faults Monition: We first build a global, real-
time timeline of the blockchain state to capture which nodes
are experiencing faults and the corresponding fault types.
Additionally, such a timeline must be prefix-closed [39] to
capture the causal order of both executing and executed faults.
This means that if one fault starts execution, we must extract
all the finished faults and all the currently executing faults.

However, constructing such a real-time, prefix-closed causal
order timeline within the blockchain system for chaos en-
gineering involves two issues: a) Indeterminate ending time
of injected faults. Although we can predetermine the fault
execution time, the recovery time is difficult to predict. A
node might take several minutes to recover to a steady state
because it fetches too many missing blocks. Consequently,
we cannot use dependency graphs to construct the timeline
without a determined test case duration. b) Inconsistent node
time clocks. During the test period, we might inject faults such
as system time skew, which can result in incorrect system
times. Therefore, we cannot obtain a synchronized real-time
clock across different nodes.

To address these issues, we construct the timeline based
on the fault execution durations. As shown in Algorithml,
to obtain the edges of fault execution duration (starting and
ending times), we capture signals from the nodes at the fault’s
beginning and end by instrumenting two functions. When a
node starts executing a fault, a start event is sent to our
logger. After the node recovers from the fault, an end event
is sent back to the logger. Thus, this method eliminates the
need to continuously query the node’s fault execution state to
determine whether the fault has finished.

To overcome the lack of synchronized real-time clocks, we
use the Lamport timeline [32] to capture the order of events.
The Lamport timeline adopts logical clocks to maintain a
consistent order of events. Before testing, the coordinator holds
an incrementing counter. Whenever the coordinator injects a
fault into a node, it increments its logical clock. When the
node executes the fault, it sends back a start event with the
incremented clock value. Upon the fault ending, it sends an end
event with another incremented clock value. Upon receiving
an event from a node, the logger sets its clock to the greater
of its current clock and the event’s clock value. After that,
the clock is incremented before processing any further events.
The Lamport timeline eliminates the issue of unsynchronized
real-time clocks. Compared to other logical timeline methods,
such as vector clocks [62] or logical clocks [57], the Lamport
timeline offers simplicity and low overhead. We only need to
modify each node to send events rather than maintain a vector
of counters for all nodes.

2) Node Fault Injection: After capturing the real-time fault
states, we can inject faults into the blockchain system. To
simulate real-world complex node behaviors and expedite the
chaos engineering process, we allow multiple types of faults
across different nodes simultaneously, as well as multiple
types of faults on a single node. This approach enables us
to explore deep, complex states within the blockchain system
and individual nodes.

Unlike other consensus protocols used in distributed
databases, such as Paxos [31] and Raft [49], which are

Algorithm 1: Construct the global fault timeline.

/* timeline construction */
1 timeline.init();
2 clock = 0;
3 while nodelD, states, Rclock <- ReceiveEvent do
4 logicClock = MAX(Rclock, clock);
5 timeline.Log(nodelD, states, clock);
6 logicClock ++;

/+ node fault injection execution x/
7 Function BeforeTestcase():

logicClock ++ ;

9 SendEvent(nodelD, START, clock)

10 Function AfterTestcase():
11 logicClock ++;
2 | SendEvent(nodelD, FINISH, clock)

designed only to handle crash faults where a node halts exe-
cution prematurely [68], blockchain consensus protocols must
handle more than just crash faults. For example, they must
address issues such as double-spending [17]. Consequently, our
framework should be able to inject Byzantine faults and crash
faults, unlike those used only for distributed databases [41].

However, the consensus protocols used within blockchain
systems have their own security requirements [17]. For exam-
ple, the Ethereum beacon chain uses the proof-of-stake [66]
consensus protocol, which requires at least 51% of validators
to be benign [63], similar to the proof-of-work [67] mecha-
nism. Therefore, there exists a boundary for conducting chaos
engineering within blockchain systems through fault injection.
Exceeding this boundary by injecting excessive faults may
compromise the system’s ability to maintain consensus and
overall security.

Unconstrained chaos engineering can introduce unrecover-
able system failures. To illustrate this, we present a small
test case on the Filecoin network comprising 3 miners and
9 validators. In typical chaos engineering, the goal is to inject
as many faults as possible into the network. This could lead
to scenarios in which all three miner nodes (A, B, and C)
experience simultaneous faults, such as being offline, clock
skew, or packet loss. Such a situation results in two separate
hard forks in the blockchain.

e Miner A believes the network has terminated, since it
appears offline to all other nodes.

e Miner B perceives the other two miners as corrupted
(due to their failure to generate valid blocks at the
required time) and assumes it is the only valid miner,
thus continuing to broadcast new blocks.

e Miner C believes itself is the only valid miner (seeing A
as offline and B as producing invalid blocks) and begins
broadcasting blocks for future time slots.

When all faults are resolved, according to Filecoin’s consensus
rules, both chains produced by miners B and C are considered
valid. Consequently, validators will follow either miner, de-
pending on the block-broadcast sequence, resulting in a hard



fork that cannot be recovered from. Importantly, this fault
scenario does not violate Filecoin’s consensus protocol and
therefore cannot be classified as a bug, since the majority of
nodes were simultaneously corrupted.

Thus, it is crucial to consider these security constraints when
designing fault injection scenarios. By ensuring that fault injec-
tions remain within the system’s security boundaries, we can
maintain the system’s steady state and integrity. This careful
balance allows us to effectively test the system’s robustness
without undermining its fundamental security guarantees.

Thus, designing rules that maintain the security constraints
while performing chaos engineering presents several chal-
lenges: a) Flexibility in node selection: The nodes selected
for injected faults must be flexible. We allow arbitrary fault
injections across all nodes in the blockchain system rather than
limiting them to predefined nodes. b) Parallel fault execution:
We allow faults to be injected into multiple nodes simultane-
ously, and a single node might suffer multiple types of faults.

To address these issues, we convert the security require-
ments into corresponding constraints on the fault types and
the number of faults that can be executed simultaneously in
the blockchain system. Specifically, we apply two levels of
restriction: node-level and fault-level. Along with the global
fault timeline, these constraints check whether the selected
nodes and faults are suitable for injection.

Within the node-level constraint, we aim to limit the number
of nodes that can be injected with faults to ensure that the
consensus protocol’s security constraints are not violated. For
example, the PoS consensus used in Ethereum requires at least
51 percent of the miner nodes to be benign [66]. Thus, we
translate the constraint into the restriction shown in Constraint
1 (Equation 3), where N,iner is the set of all the miner
nodes in the network, and fault(n;) is a boolean function
representing whether a node has been injected with a fault.

Z fault(n;) < \‘%J (3)

n;€Nminer

This ensures that at most 49% of the miner nodes are faulty,
thereby maintaining the security requirements of the consensus
protocol.

As for the fault-level constraint, we limit the types and
number of faults that can be injected into a node based on
the node’s consensus requirements. To prevent a node from
suffering an eclipse attack [23], [65] due to injected faults,
where all its network connections to remote peers become
disrupted. We implement the following Constraint 2 (Equa-
tion 4) to ensure that each node has at least one connection
to a benign remote peer. Here, N represents the set of all
nodes, and benign_connection(n;,n;) is a boolean function
indicating whether there is a benign connection between two
nodes n; and n;.

Vn; € N, Z benign_connection(n;, n;) > 1 4)
n;EN
n;#En;

To prevent injecting the same faults into the same node
repeatedly, we apply the following Constraint 3 (Equation 5)
to ensure that the same type of fault is not injected into the
same node twice. Here, F' is the set of all fault types, and

inject(n;, f;) is a boolean function indicating whether the
fault f; has been injected into node n;.

Vn; € N, Z inject(ng, fj) <1 (5)
Vf;eF

To prevent conflicting faults that might execute simulta-
neously and cause undesired effects, we apply the following
Constraint 4 (Equation 6).

if inject(n;, offline”) = 1, Z inject(n, f;) =1 (6)
VfjEeF

This constraint ensures that an “offline” fault can be injected
only when the node is not already under any other faults. This
prevents the coincidence of offline faults with other faults that
could result in invalid testing.

Algorithm 2: Inject faults to the blockchain system.

Data: Faults
1 chainStatus = FetchChainStatus();
2 for fault € Faults do
3 while /CheckFault(fault, chainStatus) do
4 | Wait();
5 InjectFault(fault);
6 chainStatus = UpdateChainStatus();

7 Function CheckFault(fault, chainStatus):
8 for constrain € Constrains do
9 L if /constrain.Check(fault, chainStatus) then

10 L Return false;

11 Return true;

As shown in Algorithm 2, we first assess the current fault
state using the global Lamport timeline to inject new faults into
the blockchain system. Then we check whether the new fault’s
injection violates any previously established constraints. We
inject it into the corresponding nodes if it does not violate any
restrictions. Otherwise, we will continue assessing the current
fault states until the injection is valid.

B. Next Fault Guidance

In the next fault guidance components, based on the parallel
fault coordination timeline, we select suitable nodes to inject
new faults. First, we obtain the node network messages to
construct the node state model. Then, we analyze the state
transitions within the state model to evaluate the effectiveness
of previously injected faults in triggering new states. Finally,
we apply reinforcement learning to choose suitable faults based
on the state transitions.

1) Node State Extraction: To construct the node state model,
we require an effective metric to infer the node state changes
during the fault.

Previous fuzzing-based methods [37], [5] use code coverage
as the basis for the metric. However, code coverage lacks
context and time sequence information to represent the node
state within the network. For instance, as shown in Figure 4,
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test process. The extracted network messages should include
context and time sequence information to identify the different
node behaviors during test 1 and test 2.

node A can receive three types of messages from remote
nodes: (m1,ms, m3). While under test 2, A receives messages
in the sequence (B:mp, Bimg, C:meo, C:mq). While under
test 2, A receives messages in the sequence (C:mp, B:msg,
B:mgy, C:my). To capture the message interactions precisely,
we should extract the results as receiving messages from node
B as (my, ms), and from node C as (ms, mq) for test 1. For
test 2, the results would be node B as (mg3, msy) and node
C as (m1, my). This way, we can capture the differences in
message interactions between nodes B and C during the two
tests. However, without information from the network stack,
code coverage cannot distinguish these message differences
since the corresponding message handler code in node A is
called with the same sequence and timing. Thus, it would
incorrectly consider tests 1 and 2 as identical.

Other  chaos-related  methods  within  distributed
databases [41] propose using code instrumentation to
extract manually defined node code events as the source
of information. However, the blockchain network contains
multiple implementations of nodes, not limited to a single
programming language. For example, the Ethereum consensus
chain has six implementations in different programming
languages: Golang [18], Rust [58], Node. js [46], Nim [45],
and Java [50]. Similarly, the Filecoin blockchain has
two implementations in the same Golang programming
language: Lotus [55] and Venus [13]. Thus, it might require
significant human effort to define a uniform event, not only
across different implementations but also across different
programming languages.

Thus, we adopt the network messages between nodes as
the data source to ensure a unique information metric across
different implementations. Each blockchain has a standard-
ized requirement for the network message format used by
all nodes, regardless of their implementation. For instance,
the Ethereum beacon chain specifications detail the network
message format and the corresponding protocol used for com-
munication between nodes [8]. However, we cannot directly
intercept network messages at the system level, unlike previous
methods [14], [36]. This is because current blockchain nodes
adopt end-to-end traffic encryption, such as Noise [51]. We
can only obtain the ciphertext, which is difficult to decode
due to the encryption algorithms’ resistance to man-in-the-
middle attacks [2], and each connection uses a unique key. To
overcome this issue, we chose to inject code into the network
library used in the P2P network layer to extract network
messages. Many current blockchain implementations, such as
the Ethereum Beacon Chain [7], Filecoin [12], and Polka-
dot [53], use the same P2P network framework, libp2p [30],
to build their networks. Therefore, we can inject code into this
framework to extract the required messages without manually
injecting code into every node implementation. For each node’s
traffic, we extract the message type, sender, receiver, direction,
and timestamp as the metrics.

2) State Model Construction: In the state model construc-
tion, we aim to build an effective state model that can infer
individual node state transitions during faults without being
interrupted by other nodes executing different faults.

However, existing methods fail to provide such an effective
state model. The model used in CHAOSETH [76] is overly
sensitive and can be easily disrupted by other nodes under
test. For example, if a target node is receiving new block
numbers and another miner is injected with self-mining faults,
this miner will broadcast a large number of blocks to the target
node, even if the target node is not under test. Mallory [41]
adopts a model that is too coarse to infer state transitions
during test cases. It uses the entire network event timeline
as the state model, requiring events within the distributed
database, such as store or load, to be in a fixed sequence and
combination. Additionally, it only captures system-level state
transfer. Given that we will have multiple faults executing, the
state model can not be fine-grained enough to pinpoint which
fault triggered a new state within a specific node.

Considering that a node in the blockchain network can be
viewed as a finite state machine (FSM) [37], [14], where
internal states and inputs determine outputs, we model the node
as a Mealy machine [59]. This allows us to capture the node’s
internal state from both its inputs and outputs. The Mealy ma-
chine is formally defined as a tuple M = (1,0, Q,J, \). The
I and O are finite sets of symbols representing the input and
output protocols, respectively. () denotes the node’s internal
states, including the initial state go at startup. 6 : Q X [ — @
is the transition function that maps a state and an input symbol
to a new state. This function defines the node’s internal state
transitions based on the received message and its current state.
A:@Q x I — O is an output function that maps a state and an
input symbol to an output symbol. This function defines the
node’s output based on the current state and the input.



Algorithm 3: Construct the node state model based on
network messages.

Data: MessageList, Timeline
Result: nodeModel
1 nodeModel = NewMealyMachine();
2 alphal.ist = alphaList.init();
3 for message € MessageList do

4 nodes = message.Group();

5 inputProtocol = set();

6 outputProtocol = set();

7 for node € nodes do

8 if node € Timeline.Faults() then

9 L node.Clear();

10 if node.OutputProtocol != Null then

11 inputProtocol. Add(node.InputPrtocol);
12 L outputProtocol. Add(node.OutputPrtocol);
13 inputSymbol = alphaList.Map(inputProtocol);
14 outputSymbol = alphalist. Map(outputProtocol);
15 nodeModel.Learn(inputSymbol, outputSymbol);

The Algorithm 3 shows the steps to construct the node
Mealy machine. We first collect and extract network messages
at 100ms intervals. We then group each message by its target
and the corresponding protocols. To exclude state disruptions
from nodes undergoing faults that can result in interruptions
and inaccuracies in the state transfer model, we first identify
all nodes involved in other executing faults from the global
fault timeline. Then we filter the message logs based on node
identities.

To model the state with a finite alphabet, we map the
messages extracted from the node into a finite set of states.
For each interval, we group all protocols, treating remote-
initiated protocols as inputs and local node-initiated protocols
as outputs. Given that a node can have multiple connections to
other nodes simultaneously, we infer the node’s uniform input
and output symbols from different connections by grouping all
input protocols as the input symbol and all output protocols as
the output symbol. The set of all input protocols is mapped to
1, and the set of all output protocols is mapped to O. Since the
number of network protocols is limited within each blockchain
network to n, the sizes of I and O are also limited to n, making
the maximum state space 2". Since the state model is used to
trace the node state transitions during the fault period, we do
not need to construct the node’s complete state model. Instead,
we focus only on the essential parts where the node’s state
transitions occur. We then feed the input and output symbols
into LearnLib [26] to construct the Mealy machine M.

3) New Fault Selection: After extracting the node state
model as feedback, we use it to guide the selection of new
faults to inject into the blockchain system. Due to gener-
alization constraints, additional Byzantine faults (e.g., those
related to the EVM) may not be suitable for all blockchain
systems. For instance, Filecoin does not natively support the
EVM; therefore, we select only three types of faults, as shown

TABLE I: The crash and Byzantine faults that can be injected
within the blockchain system.

Fault Type  Fault Name Description
Clock skew System clock adjust
Offline Node unavailable
Crash R
Network delay Connection delay
Packet loss Packet lost
Corrupted message Re-order, duplicated or modify packets
Byzantine Double-spending Transactions with the same nonce

Transaction flooding ~ Massive normal transactions

in Table 1. Nevertheless, our approach enables the random
combination of crash and Byzantine faults by simultaneously
injecting different faults into nodes, resulting in new fault
behaviors.

Thus, we apply reinforcement learning to select suitable
faults for nodes to trigger complex node behavior. In practice,
we select Q-learning [69] due to its model-free reinforcement
learning to dynamically select novel faults based on observed
feedback. The Q-learning is defined by a tuple (S, 4, R, a, A).
Where S is the set of all the states of the node, A is the
set of all the possible faults that can be injected towards the
node. The details of each type of fault are shown in Table I. R
is the reward function R(s,a,s’) — r; that returns a reward
received after transitioning from state s to s’ under action a.
a € (0,1] is the learning rate that determines the extent to
which newly acquired information overrides old information.
A € (0,1] is the discount factor that models the importance
of future rewards. In Q-learning, the goal is to learn a policy
7 that maximizes the long-term total reward. The algorithm
updates the Q-values based on the equation:

Q(s,a) < Q(s,a)+a[R(s,a, s/)—&—)\n}lé}x Q(s',a")—Q(s,a)] (1)

Here Q(s,a) represents the value of taking action ¢ in state
s. This update rule is applied whenever an agent transitions
from state s to s’ by taking action a and receiving reward 7.
The max Q(s’,a’) term represents the estimate of the optimal
future value, and the learning process adjusts the Q-values
towards these long-term rewards.

The state S of the node is computed from the node, the con-
structed Mealy machine M as a Directed Graph G = (V, E)
of the node, where V' represents a vertex from each state () of
M and FE represents edges as a state transition. Specifically,
if the state transition function § defines a transition from state
q to state ¢’, create a directed edge from vertex s to vertex s’.
The rewards of the state transfer are computed as a new edge
compared with the common edges.

sit+1.edges — s;.edges N s;+1.edges

8
si.edges N s;+1.edges ®)

R(si,ai,8i41) =

To select action a, we adopt the e-greedy Strategy with the
following formula.

. {a random action from A with probability e ©)

maxQ(s, a) with probability 1 — €
a

This balances exploration, which avoids the risk of missing out

on potentially better actions not yet taken frequently enough
to yield an accurate Q-value estimate, and Exploitation, which
leverages accumulated knowledge to make the best decision
based on current Q-value estimates.



C. Steady State Checker

In the steady state check, we evaluate whether the injected
faults have prevented the node from recovering to its normal
state. For each node that completes a fault test, we apply
our checker in two aspects: functionality and consensus con-
sistency. The functionality check ensures the node remains
operational and continues to fulfill its functions, such as
providing RPC services. We verify that the node continues to
respond to requests and perform expected operations without
errors. As the consensus consistency check, we verify that the
node’s data is consistent with the consensus rules. We ensure
the node follows the same chain and maintains the same chain
head as other nodes in the network. Additionally, we check
that all address balances are consistent across the network. If
these checks fail, we conclude that our faults have disrupted the
node’s steady state. This thorough evaluation helps us identify
the impact of injected faults and ensure the robustness of the
blockchain system.

V. EVALUATION

To evaluate the effectiveness and efficiency of our
ChaosChain framework in modeling node state transitions, ac-
celerating the number and types of faults within the blockchain
system, and detecting new robustness issues, we address the
following research questions:

RQ1: Can ChaosChain effectively model node state?

RQ2: Can ChaosChain achieve efficient fault injection?
RQ3: Can ChaosChain cover more node states than existing
methods?

RQ4: Can ChaosChain discover new robustness issues within
the blockchain system?

RQS5: How does ChaosChain identify robustness issues in
practice?

In Section V-A, we answer RQ1 by evaluating whether
our proposed next fault guidance can provide effective and
consistent node state transitions during chaos engineering. In
Section V-B, we address RQ2 by testing the efficiency of the
fault injection approach within Parallel Fault Coordination for
injecting faults into the blockchain system. In Section V-C,
we examine RQ3 to determine whether our method can cover
more node states than existing methods. In Section V-D, we
assess ChaosChain’s ability to identify new robustness issues
within the blockchain system to answer RQ4. In Section V-E,
we present a case study to illustrate how ChaosChain identifies
robustness issues in real-world scenarios.

We implement and evaluate ChaosChain in Filecoin and
Ethereum. We selected Ethereum due to its popularity, and
Filecoin because it is based on IPFS and features multiple
implementations in various programming languages (Golang
and Rust), as well as multiple implementations in the same
language (Lotus and Venus in Golang). This is suitable for
evaluating our framework’s generalizability and effectiveness.
On the Filecoin blockchain, since only Lotus nodes are allowed
as miner nodes in the local development network, we set up
Lotus as the miner node. Specifically, we configure the network
with three Lotus miner nodes, three Lotus validator nodes,
three Venus validator nodes, and three Forest (Rust) validator

nodes. For Ethereum, we set up the Golang implementation
Prysm [56] with three validator nodes. We use Kubernetes [16]
to run each node and inject the corresponding faults. The
crash faults are conducted by using ChaosMesh [15]. The
experiments are conducted on an Ubuntu 20.04 system with a
128-core CPU and 512GB of memory.

We compare ChaosChain with state-of-the-art chaos tools,
specifically AttackNet [47], developed by Trail of Bits and the
Ethereum Foundation for Ethereum. We adapted AttackNet for
use with Filecoin while maintaining the same configuration.
Unfortunately, our comparison could not include Phoenix [38]
because its source code is not fully released. ChaosETH [76]
is specifically developed for a single-node implementation
of the Ethereum execution chain, which is gradually being
replaced by the Ethereum beacon chain. Migrating ChaosETH
to other implementations requires significant effort because
manual syscall interception is required, which may follow
patterns different from those of the Ethereum execution chain.
Mallory [41] is designed for distributed databases where it
is possible to extract uniform code events and requires fixed
database execution. However, as explained in the previous
section, finding a uniform code event as the data source
and generating uniform actions, such as database operations,
is challenging. Additionally, encrypted connections make it
difficult to capture network traffic at the system level.

A. Effectiveness of Node State Model (RQI)

This section aims to evaluate whether our node state model
can effectively capture the node state transitions during fault
execution. We assess the on the local Filecoin blockchain
system, which includes two Golang implementations (Lotus
and Venus) and one Rust implementation (Forest).

To demonstrate that the node state model performs con-
sistently across different nodes, we first run ChaosChain
without injecting faults to evaluate the effectiveness of our
model across different libp2p implementations. We set up the
blockchain with each implementation running on a separate
node to avoid interference. After running for 12 hours, we
collect the final state model of each node and compare the
common edges across node state models to evaluate their
similarity. The results are shown in Table II. Nodes of the
same type exhibit a higher common edge rate, indicating that
our node state model can consistently reproduce node state
transitions. Furthermore, we observe that nodes from different
implementations exhibit lower state-model similarity, suggest-
ing that they follow distinct processing logic for network
messages. This finding implies that it may be possible to
identify the node type based on its network message patterns.

To demonstrate that our node state model can accurately
extract node state transitions during fault execution, we run
ChaosChain with the same setup as above, but we enable
fault injections this time. We use a fixed timeline and disable
the guidance to ensure that both runs adopt the same fault
injection sequence. The results, shown in Table III, are similar
to the results without fault execution, indicating that our state
model can consistently reproduce node state transitions even
with fault execution. The reason both the Lotus miner and



TABLE II: The result of the common edge percentage of node
state models without faults, M stands for miner node and V'
stands for validator node.

Node Name lotus-M -1 lotus-V -1 forest-V'-1 venus-V -1
lotus-M -0 0.89 0.67 0.22 0.27
lotus-V-0 0.66 0.84 0.13 0.25
forest-V'-0 0.33 0.12 1.00 0.50
venus-V-0 0.33 0.37 0.50 1.00

TABLE III: The result of the common edge percentage of node
state models with faults, M stands for miner node and V' stands
for validator node.

Node Name lotus-M -1 lotus-V' -1 forest-V' -1 venus-V -1
lotus-M -0 0.99 0.92 0.51 0.33
lotus-V-0 0.86 0.97 0.50 0.46
forest-V'-0 0.53 0.55 1.00 0.33
venus-V -0 0.42 0.51 0.43 0.93

Lotus validator nodes have higher similarity is that both node
types use the same implementation. Consequently, they behave
similarly under the same conditions.

Finally, to evaluate the effectiveness of the timeline in
filtering out interference messages from other nodes, we ran
ChaosChain without the disrupted message filtration while
keeping all other settings the same as described above. The
results are shown in Table IV, where all parameters drop signif-
icantly. By comparing these results with those obtained using
the timeline message filter, we can assess the effectiveness
of the disrupted message filtration in removing interference
messages from nodes under fault.

Answer to RQ1: Our node state model can effectively cap-
ture the node state transitions within the blockchain system,
both with and without faults, and can remove interference
messages from other nodes under different faults.

B. Efficiency of Fault Injection (RQ2)

To evaluate the efficiency of our framework in accelerating
the number of faults during chaos engineering, we compare
the number of faults injected into the blockchain system. We
run our ChaosChain and attacknet with the same configuration
for 12 hours on the local Filecoin blockchain system.

The results are shown in Figure 5. Our method successfully
injected 786 faults into the blockchain system across all
nodes during the test period, whereas Attacknet only injected
215, achieving approximately a threefold improvement. In
the early stage, our method injected faults more broadly by

TABLE 1IV: The result of the common edge percentage of
node state models with faults without timeline message filter,
M stands for miner node and V' stands for validator node.

Node Name lotus-M -1 lotus-V'-1 forest-V'-1 venus-V -1
lotus-M-0 0.45 0.14 0.01 0.02
lotus-V-0 0.17 0.23 0.04 0.04
forest-V'-0 0.08 0.01 0.33 0.30
venus-V'-0 0.14 0.14 0.17 0.29

10

—— ChaosChain
Attacknet ——

~
=}
S

=3
5

N oW oR U oo
S S o
S & o

=]
S

#Total Injected Faults

.
o
S

o

0 2 4 8 10

6
#Time (hours)

Fig. 5: The total number of faults that are injected into the
blockchain system.

—— ChaosChain

10 Attacknet

1™
6 x

0 2 4 6 8
#Time (hours)

Fig. 6: The number of faults that are injected into the
blockchain system simultaneously.

#Executing Faults

N

first conducting an exploration process, injecting diverse faults
to collect feedback from different nodes within the system.
The gradual rise in the curve indicates that our reinforce-
ment learning method has accumulated sufficient knowledge
to select appropriate faults for the system. Furthermore, our
parallel fault coordination mechanism efficiently maximizes
the number of faults injected into the blockchain system.

In addition, we also analyze the maximum number of faults
in the system at the same time. As shown in Figure 6, our
ChaosChain has a maximum of twelve faults executing within
the blockchain, while the Attacknet has about three faults. This
demonstrates that our parallel fault coordination can inject as
many faults as possible to speed up the chaos engineering
process while maintaining the blockchain consensus’s security
constraints.

Answer to RQ2: Our fault injection can efficiently improve
the fault numbers during chaos engineering within the
blockchain system by injecting three times more faults in
total and four times more faults simultaneously.

C. State Coverage of ChaosChain (RQ3)

In this section, we measure the node state coverage explored
by our ChaosChain framework within each implementation
and compare it with two existing methods, Attacknet and
ChaosMesh [15]. We extend our evaluation to include all
implementations within Ethereum (Prysm) and Filecoin (Lotus,
Forest, and Venus).

The results shown in Figure 7 demonstrate that ChaosChain
covers more states than Attacknet and ChaosMesh within the
12-hour evaluation across all three Filecoin implementations
and Ethereum’s Prysm implementation.

At the start of each experiment, ChaosChain, Attacknet,
and ChaosMesh exhibit similar node state coverage, though
ChaosChain is slightly lower than the other two methods.



This is because the Q-learning method begins by learning the
feedback from each fault on each node. Initially, it sequences
single faults toward the nodes to obtain feedback on node state
transitions, training its fault selection policy with accumulated
knowledge rather than focusing on exploring new states.

As testing progresses, our reinforcement learning method,
Q-learning, accumulates sufficient information within the first
four hours and begins to explore new faults that can trigger
complex node transitions. Consequently, we observe that node
states become increasingly complex over time, indicating the
effectiveness of ChaosChain in uncovering intricate node be-
haviors. Specifically, in the Lotus implementation, our frame-
work covers 1,047 node states, while Attacknet covers 754
and ChaosMesh covers 329. In the Venus implementation,
ChaosChain, Attacknet, and ChaosMesh cover 32, 17, and
15 node states, respectively. For the Forest implementation,
ChaosChain covers nearly twice as many states as Attacknet,
with 1,096 compared to 551, and approximately triple those
of ChaosMesh at 338. In the Ethereum Prysm implementation,
ChaosChain covers over twice as many states as Attacknet
(585) and ChaosMesh (223).

Venus [13] exhibits notably lower state coverage than the
other implementations because it is a simplified Filecoin
implementation that provides only basic data query services on
the chain. Therefore, it does not support all the functionalities
required of a full node within Filecoin, such as block mining
and message storage, unlike Lotus, the official implementation
of Filecoin. As shown in the state coverage results in Table V,
ChaosChain, Attacknet, and ChaosMesh all achieve signifi-
cantly lower state coverage in Venus compared to Lotus. This
limitation reduces the diversity of node behaviors in response
to fault scenarios and different responses from remote nodes.

Lotus Venus

humber of Nodes in State Model
2
ehumber o Nodes in State Modal

..........

(a) Filecoin Golang implementa-
tion Lotus

(b) Filecoin Golang implementa-
tion Venus

Forest Prysm

nnnnnnnnn

(c) Filecoin Rust implementation
Forest

(d) Ethereum Golang implemen-
tation Prysm

Fig. 7: The number of nodes within each node state model
across implementations of Filecoin and Ethereum.

In addition to the number of nodes in the state model,
we compare the code coverage of ChaosChain, Attacknet,
and ChaosMesh. Since Golang only supports statement cov-
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TABLE V: The statement coverage of all the implementations
of the blockchain system.

Blockchain ~ Implementation =~ ChaosChain  Attacknet =~ ChaosMesh
Lotus 15,155 12,578 10,425

Filecoin Venus 8,772 8,015 7,904
Forest 92,441 78,244 70,864

Ethereum Prysm 21,022 19,704 18,371

erage, for the Golang implementations Lotus and Venus, we
collect statement coverage via the default Go method [40].
For the Rust implementation Forest, to maintain consistency
with the Golang implementations, we adopt line coverage via
LLVM [34]. We set up the same local network and collected
data over 12 hours. As shown in Table V, our framework
achieves up to 20% higher statement coverage than Attacknet
and up to 45% higher statement coverage than ChaosMesh.
This demonstrates the effectiveness of next-fault guidance and
parallel fault coordination in generating suitable faults and
executing them concurrently within the system to cover a
broader node code space.

Answer to RQ3: Our ChaosChain covers over twice as
many node states and achieves at least 6.7% and at most 45%
more code coverage than Attacknet and ChaosMesh, with an
average of 13% over Attacknet and 24% over ChaosMesh.

D. Capability of Detecting the Robustness Issues (RQ4)

To evaluate ChaosChain’s ability to detect robustness issues,
we run it on all implementations of both Ethereum and File-
coin, as described in RQ3. As shown in Table VI, ChaosChain
detected six previously unknown robustness issues: three in
Lotus, two in Venus, and one in Forest. Two of these issues
(#1 and #2) have been confirmed by the developers. Two
issues (#2 and #6) are detected by the function state checker,
causing nodes to crash and potentially enabling DoS attacks.
The consensus state checker detects four issues, leading nodes
to fail to sync with the latest blockchain state. To analyze
false positives, we manually reproduced the chaos engineering
process by replaying the Lamport timeline and did not find any
false positives. This confirms the accuracy and effectiveness of
ChaosChain in identifying robustness issues within blockchain
systems.

Answer to RQ4: Our ChaosChain can trigger and detect
complex issues within the blockchain system and P2P net-
work infrastructure by identifying six new robustness issues.

E. Case Study for Identifying Robustness Issues

We present a case study demonstrating how ChaosChain
can identify issues not only in the implementation but also
in libp2p’s infrastructure, as seen in Issue #1. This issue
prevented the node from sending a valid message to a remote
node, thereby preventing it from fetching missing blocks from
the blockchain. Although it appears similar to the motivation
described in Section III-B, it is caused by an opposite issue.



TABLE VI: STATISTICS OF NEW ROBUSTNESS ISSUES DETECTED BY CHAOSCHAIN.

ID  Implementation  Robustness Issue Description Bug State

1 Lotus Consensus disruption ~ Node sending message queue fills up due to chaos, preventing it from requesting missing blocks. Confirmed

2 Lotus Function disruption Node has memory leaks due to uncanceled goroutines. Confirmed

3 Forest Consensus disruption ~ Node considers the new block from the miner under chaos as invalid. Confirmed

4 Venus Consensus disruption ~ Node considers the latest block from the miner under chaos as invalid. Investigating

5 Venus Consensus disruption ~ Node can not fetch the missing block after corrupted message and clock skew faults. Confirmed

6 Lotus Function disruption Node crashes due to SIGSEGV when injected with both transaction flooding and clock skew faults.  Investigating
1 func (s *Stream) write() { e . . .
B Once the initial window size update message is dropped, the
3 window := atomic.Loaduint32(&s.sendWindon) js-libp2p node begins sending partial fragments of new blocks
4 if window == @ { . . P .
: select { without properly completing the transmission of the previous
s case <-s.sendNotifych: large block. If large blocks continue to arrive, other nodes
7 goto START : . . .
. case ee uriteDeadline uait(): will pers1stently receive 1ncomplete' fragments of only the
9 return ©, ErrTimeout latest blocks, with corrupted sequencing and data. As a result,
L ) Yy they can never reconstruct a complete, valid block from the
s JavaScript node, ultimately leading to severe synchronization
13 max = min(window, MaxMessageSize, uint32(len(b))) failures across the network.
14 s.session.sendMsg(b[ :max]) . . .
15 atomic.AddUint32(&s.sendWindow, ~uint32(max-1)) Thougthth the GOIang and JaVaSC'rlpt lmplementatlons
16 set the initial window size to a relatively small value of
7ol ) 256KB. Considering that the average Ethereum block size is
18 func (s *Session) handleStreamMessage() { . . . R
19 below 256KB, this configuration is generally sufficient under
20 if hdr.MsgType() == typeWindowUpdate { normal conditions. However, on January 6, 2024 [11], the
21 stream.incrSendWindow(hdr, flags) . . . .
- ' maximum block size reached 272KB, exceeding the window
23 size limit and inevitably triggering the need for a window
wo update message. Such real-world conditions can trigger these

Fig. 8: Simplified code snippet demonstrating the consensus issues, leading to the aforementioned synchronization failures

disruption issues in Lotus.

In the libp2p framework, each node communicates with
others through streams that employ a send/receive window
mechanism similar to TCP [72]. As illustrated in Figure 8,
when sending a message to a remote node via the handleSend-
ingMessages function, the stream.write function first checks
whether the send window size is greater than 0. If so, the
message can be sent immediately. However, if the window
size reaches 0, the sender must wait until it increases before
proceeding.

The issue arises because the window size update depends
on messages from the remote node. Consequently, the write
function must wait for a window-size update message from
the remote node. When this update message is dropped due
to injected network packet-drop chaos, the write function
becomes indefinitely blocked because libp2p does not account
for this scenario and lacks a timeout.

Although both implementations adopt the same cache chan-
nel mechanism for sending large messages, their handling
strategies differ significantly. The Golang implementation fol-
lows a ”whole message first” approach—it defers sending
the window update message until the window size is large
enough to accommodate the entire message. In contrast, the
JavaScript implementation prioritizes immediate transmission
by chunking the message: it first sends data up to the current
window size, then waits for a window size update to transmit
the remaining portions. Additionally, the JavaScript version
uses a queue that prioritizes the most recent messages.
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in production environments.

VI.
A. Fault Types Can Be Injected Into the Blockchain Systems

DISCUSSION

Currently, our framework supports crash faults from Chaos-
Mesh [15] and three Byzantine faults: corrupted connection,
double-spending, and transaction flooding, which are common
across all blockchain systems due to the fundamental transfer
and mining functions. By combining crash and Byzantine
faults, we can produce more complex fault scenarios, such
as simulating corrupted transactions through transaction faults
combined with network packet drops. However, additional
Byzantine faults, such as those related to the Ethereum Virtual
Machine (EVM) [42], are more specific to certain blockchain
systems, such as Ethereum. Other blockchain systems, such
as Filecoin [12], do not natively support EVM, making these
faults unsuitable for them. Therefore, we plan to expand our
framework by adding more Byzantine faults specific to each
blockchain system to simulate more realistic, complex fault
events. This will enhance our framework’s ability to handle
diverse and nuanced fault scenarios across different blockchain
environments.

B. Generality to Other Blockchain Systems

Our framework is designed to inject code into the peer-
to-peer network framework to extract network messages for
state model construction, thereby ensuring generalizability
rather than relying on system-specific implementations. In



this work, we primarily focus on the libp2p framework [30].
Consequently, any blockchain system that adopts libp2p for its
peer-to-peer networking can be supported by our framework
by injecting modified code into libp2p to extract network
messages. Moreover, our framework can be readily adapted
to other peer-to-peer networks, to light and mobile nodes that
share the same network architecture, and to Layer 2 networks.

For example, in addition to libp2p, there is another peer-
to-peer network framework called devp2p [6], which is used
by the Ethereum Execution chain [9]. The devp2p framework
is specifically designed to meet the needs of the Ethereum
execution network. It is not widely used, as Ethereum migrates
from devp2p to libp2p [52]. Nonetheless, our framework can
also be applied to devp2p or other blockchain systems with
self-developed peer-to-peer networks by adding around 100
lines of code to extract the network messages.

As for the steady-state checker, our framework requires
developers to provide suitable RPC addresses and methods to
check both the node state and the consensus state. Various
blockchain systems commonly use RPC for fetching node
states and provide sufficient documentation for developers to
obtain [29]. Therefore, developers only need to modify the
method to specify which data needs to be consistent across
different nodes.

C. Guidance Method Based on the Node State

Our ChaosChain uses the Q-learning reinforcement learning
method [69] to select suitable faults based on extracted node
transition information from the node Mealy state machine.
Due to Q-learning’s model-free nature and simplicity, it does
not require an environment model. It learns directly from
interactions with the environment, reducing the manual effort
to model the blockchain environment.

However, our guidance method can be replaced with more
complex reinforcement learning methods, such as Deep Rein-
forcement Learning [24], which combines reinforcement learn-
ing with deep learning techniques to handle high-dimensional
state and action spaces. Other guidance methods, such as
mutation-based guidance, could also be used [19]. We can
generate new fault sequences to inject into the blockchain
system by mutating previously effective ones based on the
node state model.

By adopting these methods, we can change fault types and
sequences, and adjust fault parameters such as duration and
chaos intensity, by combining them with additional informa-
tion. This allows us to explore more complex node behavior
within the blockchain system.

D. Security Constraint Type Selection

Our four security constraints are designed to be necessary
and sufficient for chaos engineering purposes, rather than
comprehensive attack modeling. Although existing blockchain
systems have additional interdependencies—such as the Ex-
pected Consensus used by Filecoin [12], which allows zero
validators per epoch—we designed these security constraints
to ensure generalizability across different blockchain imple-
mentations. This prevents general faults from breaking the
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system (e.g., eclipse attacks [23]), which would produce mean-
ingless test results. Our framework supports extensibility for
system-specific constraints once the specifications for a given
blockchain system are defined. Our evaluation demonstrates
the effectiveness of these constraints in practice.

E. Ablation Study on Security Constraints

The security constraints are designed to prevent fault in-
jections that would violate the consensus requirements of the
blockchain system. Removing these constraints would increase
the fault injection rate, since faults could be introduced without
restriction. However, such unrestricted fault injection would
produce misleading rather than meaningful results: the result-
ing node misbehavior would stem from deliberate violations
of the consensus protocol’s security assumptions, not from
genuine robustness deficiencies. In other words, the observed
failures would arise from operating outside the protocol’s valid
threat model, making it impossible to draw reliable conclusions
about system robustness. Therefore, we consider an ablation
study that removes the security constraints to be inappropriate.

VII.
A. Chaos Engineering in Distributed Systems

RELATED WORK

Chaos engineering has been widely used within distributed
systems to evaluate software system reliability.

Chaos Monkey [43] is the first method to randomly shut
down pre-defined servers to test system resilience, designed
explicitly for Netflix server scenarios. Jepsen [27] is a chaos
engineering tool for distributed databases that injects crash
faults into the system. It requires manual configuration of fault
types, sequences, and target nodes before starting the chaos
engineering process. Since Jepsen executes illegal distributed
database operations to check the system state, it cannot in-
ject Byzantine faults. Mallory [41] improves upon Jepsen by
adding a feedback function with guidance to automate the
selection of new faults to inject into the system. However, its
method is only suitable for coarse-grain system state feedback
rather than fine-grain extraction of single node state transi-
tions. Additionally, its feedback function requires developers
to manually instruct the source code on which events to
extract, rather than automatically extracting uniform network
messages. As for blockchain systems, CHAOSETH [76] is
developed to evaluate the robustness of single nodes under
chaos induced by system calls. It analyzes the Ethereum source
code to capture the Ethereum node system call pattern for fault
injection and uses built-in metrics to evaluate the steady state.
This makes migrating to other blockchain systems difficult,
as these implementations have different system call patterns
and built-in metrics. Additionally, it focuses on the stability
of single node implementations in local environments rather
than the robustness of the entire blockchain system, including
handling local environment issues and Byzantine faults from
other nodes. Attacknet [25] is similar to Jepsen, requiring man-
ual configuration of fault types, sequences, and target nodes.
Although it is designed for blockchain systems, it can only
inject crash faults rather than Byzantine faults. This limitation



makes it difficult to generate complex fault types within the
blockchain system. While Phoenix [38] applies chaos engi-
neering to detect resilience issues in blockchain implementa-
tions, their method focuses only on injecting Byzantine faults.
Additionally, their approach relies on manually pre-defined
nodes for fault injection and requires manual definition of
fault injection rules. Phoenix’s fault coordination only allows
a single fault within the blockchain system at a time. For
generalizability, their work requires manual modifications to
the source code for each implementation, making it labor-
intensive to migrate to other implementations or programming
languages.

All the above methods lack a feedback function to select
the most suitable faults for the blockchain system based
on previous node results. Additionally, their fault injection
approaches support only one fault type at a time. They cannot
inject multiple types of faults into a single node to simulate
real-world complex system behavior.

Main difference. Our framework identifies robustness issues
related to blockchain system infrastructures by injecting both
Byzantine and crash faults. It aims to be generally applicable
across nodes in the blockchain system with various imple-
mentations and programming languages. This comprehensive
approach ensures a broader, more robust evaluation across
different blockchain environments and implementations.

B. Blockchain Fuzzing

Current blockchain fuzzing research primarily concentrates
on targeting blockchain consensus mechanisms [38], [5], [37],
[74], [29], [22], [60] and smart contracts [21], [28], [77], [73],
[44], [75]. Smart contracts are built on blockchain consensus
but are not directly related to network operations and thus fall
outside our scope, which is focused on blockchain network
layer infrastructure.

For instance, EtherDiffer [29] primarily targets Ethereum
Node RPC servers rather than the peer-to-peer (P2P) net-
work. Similarly, blockchain consensus fuzzing tools such as
Tyr [5], Loki [37], Fluffy [74], and Chronos [4] target differ-
ent blockchain consensus protocols using fuzzing techniques.
Fluffy [74] evaluates the differential behavior of the EVM via
mutation transactions. Tyr [5] and Loki [37] select some fixed
nodes within the blockchain system to broadcast Byzantine
fault messages via fuzzing. Chronos [4] focuses on node
implementation bugs related to timeout processing.

Main difference. Our framework identifies robustness issues
related to blockchain system infrastructures by injecting both
Byzantine and crash faults. It is designed to be applicable
across nodes in the blockchain system with various implemen-
tations and programming languages. Unlike previous fuzzing
works, which primarily inject Byzantine faults specific to
certain blockchain systems and focus mainly on particular
implementations or programming languages, our framework
aims to provide a more comprehensive and adaptable approach.
This allows for a broader, more robust evaluation across
different blockchain environments and implementations.

VIII.

In this work, we present ChaosChain, a framework for
blockchain systems that enables effective, efficient chaos en-
gineering to trigger and identify robustness issues.

By introducing parallel fault coordination and next fault
guidance, ChaosChain enhances the robustness evaluation of
blockchain networks. In parallel fault coordination, we con-
struct a global timeline of all executing faults and enforce
security constraints to comply with the blockchain consensus
protocol. This allows us to inject multiple fault types into
an arbitrary number of nodes simultaneously. In the next
fault guidance, we propose adopting the node state model
as a Mealy state model to provide effective feedback for
reinforcement learning. This helps in selecting suitable faults
to introduce into the chaos engineering process.

We evaluated our framework across four Filecoin and
Ethereum blockchain system implementations, detecting six
new robustness issues. To evaluate the efficiency of parallel
fault coordination and next fault guidance, we compared our
framework with state-of-the-practice tools, such as Attacknet
and ChaosMesh. The results demonstrate that our framework
can execute four times as many faults simultaneously, achiev-
ing an average code coverage of over 13% higher than that of
existing methods.

CONCLUSION
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