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General Information

* A research project with 2-5 individuals
— Building a new system
— Improving an existing technique
— Performing a large case study
* Deadlines
— Project proposals due on September 29
— Project discussion on September 30
— Project presentations are on December 16 & 23
— Project final reports due on December 23
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Grading

 Term Project Proposal: 50 points
* Term Project Presentation: 50 points

* Term Project Report: 100 points



Project Proposals

A two-page description
Title and author list

Problem statement

— Describe what the problem is and why it is important
Related work

— Write about state-of-the-art solutions to the problem
Proposed new solution

— Describe the plan of your proposed approach. Use diagrams or
figures if needed

Evaluation plan

— Describe your evaluation plan. Effectiveness and performance.

What tools/benchmarks/attacks/experiments? What
deliverables?



Project Presentation

Each project has 30 minutes
Each Project has 5+ minutes Q&A

Presentation format may include slides or
demo

Presentation schedule



Project Teams Presenting on Dec 161

A B C D E
Fi 4 51 PR % HE A6
Hacking the Air Gap: Stealing Data using Led
Fliri0418 | e ) 17443k 11710418@mail. sustech. edu. cn
¥ 11610231 K i 172% 13 11610231@mail. sustech. edu. cn
F11810224 | 4pigst Uy 184523k 11810224@mail. sustech. edu. cn
Compression-Based Attacks Targeting Modern World Wide Web
¥l1712225 | W ) 17THHENLREE S AR 11712225@mail. sustech. edu. cn
¥li712608 | B3zt [ 17 ENEE5HAR | 11712608@mail. sustech. edu. cn
¥ 11710108 i % 17THHENLREE S AR 11710108@mail. sustech. edu. cn
Fl1712310 | 78 5 17 ENEE SR | 117123106mail. sustech. edu. cn
Deep Dark Wif
¥11710217 | BT 5 17T BRI SHAR | 11710217@mail. sustech. edu. cn
Flir12718 | wksdd % 17iHENEE S HEAR 11712718@mail. sustech. edu. cn
Fl1710215 | &4 5 17 BRI SR | 117102156mail. sustech. edu. cn
¥ 11612803 | #2Uath % 167 AR 5HEAR 11612803@mail. sustech. edu. cn
Sustech education system
¥lie11124 | FAvER: % 16307 5 B F 8% 11611124@mail. sustech. edu. cn
¥ 11510023 | a8 5 15 BRI SR | 11510923@mail. sustech. edu. cn
Flir10522 | S ks 17THHELREE S AR 11710522@mail. sustech. edu. cn

SUSTech CS 315 Computer Security 6



Project Teams Presenting on Dec 23:

) Project Proposal: Attacking SUSTech's Printing System
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Project Teams Presenting on Dec 232

Security Analysis of Sakai
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Security testing for wireless router
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Attack on buffer-overflow vulnerability with non-executable stack.
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Project Final Report

8 pages and more, use IEEE Latex format:
— https://www.ieee.org/conferences/publishing/templates.html|
— Download by clicking on Template (ZIP, 700 KB)

— http://mirrors.cqu.edu.cn/CTAN/macros/latex/contrib/IEEEtran/IEEEtran HO
WTO.pdf

* May contain the following sections
— Introduction
— Related work
— Background
— System architecture/System design/Technical approach
— Implementation
— Evaluation results
— Discussion (e.g., limitations)
— Conclusion and future works
— References
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