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RISC-V Security

1. Pointer Integrity
* Protecting return address

2. Memory Boundary Protection
« Out of boundary

3. Dynamic Taint Analysis
« Sensitive information leakage

« How to implement them?
 https://fengweiz.github.io/paper/seclabel-crvf19-slides.pdf



~ |

iz e (Funded Industry Project)

- WA CPUEEas EHA U AT R S RERY BT BEtE
. EBROACPUISSRTARAHATUE (BN, BHUESTHERIIRSI
IRNEEIR) .
- CPURBA IS B3I E1ZCPU LIz TAITE RS B~ rl Tk RO S
+ AFCPURLERIESR, BARCPU BEZERNZSIERNTE.
« {BIGNARM Cortex-Rf1Cortex-M&%FRlock-steplA K Intel BIST.

Y |

ARMEEIZHEIS N SR A 3



BL1 (EL3) BL31 (EL3) BL33 (Non-Secure EL2)
s Disable MMU o
Initialize Single Prepare and g Initialize All o Load BL33 > Prepare Kernel Load K |
i B B B E e
A

BL2 (Secure EL1) Kernel (Non-Secure EL1)
\ 4
Setup Access Prepare L
Policy to SSetup.PIatfo.rm Subsequent Lpad 07 g Load BL31 m g |nitialize Kerne| —— Imt'?l e
. ecurity Policy Firmware Devices
Registers Images

o BHHIARM Trusted Firmware BaimnfE
o SNEEMNE, BL3TEIRBE—1CPUEILE

ARMEEIZHEIS N SR A



BL1 (EL3) BL31 (EL3) BL33 (Non-Secure EL2)
s Disable MMU D
Initialize Single Prepare and o Initialize All o Load BL33 > Prepare Kernel Load K |
i QR e B e B o e
A

BL2 (Secure EL1) Kernel (Non-Secure EL1)
\ 4
Setup Access Prepare L
Policy to Ssetup.PIatfo.rm Subsequent Lpad 07 g Load BL31 m g |nitialize Kerne| —— Imt'a.‘l e
. ecurity Policy Firmware Devices
Registers Images

. JEohEETERN AT AEBL3 1#04R AT E CPURY SR
- B S THEIE S HUREE RIS ARSI

ARMEEIZHEIS N SR A



BL1 (EL3) BL31 (EL3) BL33 (Non-Secure EL2)
s Disable MMU o
Initialize Single Prepare and g Initialize All o Load BL33 > Prepare Kernel Load K |
i B B B E e
A

BL2 (Secure EL1) Kernel (Non-Secure EL1)
\ 4
Setup Access Prepare L
Policy to Ssetup.PIatfo.rm Subsequent Lpad SgF 4 Load BL31 m g |nitialize Kerne| —— In|t|:~:1I e
. ecurity Policy Firmware Devices
Registers Images

» IE{TETSERTSERT T E b SR EHRU—3RD, ERDCIERERTTRX
 B/IMUIETTETRIMEREIRAE

ARMEEIZHEIS N SR A



£J%€ (Nailgun) : Breaking Privilege Isolation on ARM
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« Performance
« Offload CPU tasks to GPU

« Security
« Cache-based or TLB-based side channel attacks
« CPU attacks such as Spectre and Meltdown

« ARM Mali GPU



Other Research Projects

« DexlLego
« Unpacking Android Apps

« Ninja and MalT
« Transparent malware analysis
« Program tracing and debugging

 Plausible Deniable Encryption
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« COMPuter And System Security (COMPASS) Lab
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