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Background - Trusted Computing Group 
 

u  Specifies and standardizes the TPM technology 

u  TPM (Core technology) – Trusted Platform Module 

u  Security related functions 

u  APIs 

u  Protocols 

u  TCG technology has been applied to UEFI 

u  UEFI – Unified Extensible Firmware Interface 

u  Similar to BIOS 

u  Low-level software that starts on PC boot 

5 



Background - TPM 

u  Designed for hardware security 

u  Tamper resistant 

u  Contains 

u  Processor, RAM, ROM, non-volatile RAM 

u  PCRs – platform configuration registers 

u  Encryption/Decryption 

u  TMP 

u  1.2 – 2003 

u  2.0 – 2013  
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Background – TMP cont. 

u  Determines system trustworthiness 

u  Limits access to secret data 

u  Major component of integrity chain 

u  Operations 

u  Seal – encrypts data to PCRs 

u  Unseal – decrypts data based on current PCR values 
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Background – Integrity Chain 

u  Collection of components 

u  Bootloader, kernel and other 

u  Starts statically or dynamically at RTM 

u  RTM – Root of Trust 

u  Each components gets measured by TMP and hashed one at a time 
to a PCR 

u  Each PCR’s hash gets updated with old + current measurement 

u  newPCR = HASH( oldPCR || newMeasurement ) 

u  PCRs contain measurement results of a system  
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Background – SRTM & DRTM 

u  SRTM 

u  Initialized by S-CRTM 

u  POWER-ON, RESTART 

u  DRTM 

u  Started by D-CRTM 

u  Runtime (no reset required) 

u  Utilizes tboot (trusted boot) 
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Background – ACPI 

u  Advanced Configuration and Power Interface 

u  Manages and coordinates power management 
between devices such as CPUs, networks, storage, 
graphics, etc. 

u  Sleeping States 

u  S1 – Power on suspend 

u  CPU stops executing instructions, but devices remain on 

u  S2 – S1, but CPU powered off 

u  S3 – Sleep, all devices are off, except RAM 

u  S4 – Hibernation (suspend to disk), platform context in 
main memory saved to disk. All devices are powered off. 
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Assumptions and Threat Model 

u  System utilizes SRTM and DRTM to measure components 

u  Measurements stored in PCRs are verified by remote verifier 

u  Any bootloader and kernel modification are detected. 

u  Root privilege 

u  Hide the breach and retain root privilege 

u  No access to system circuitry 

u  Cannot flash the firmware with arbitrary code 

u  Attacks ignored 

u  DOS, Hardware Attack and Vulnerabilities of SMM 
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Vulnerabilities and Exploits 
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Vulnerabilities and Exploits - Overview 

u  SRTM (CVE-2018-6622) – grey area vulnerability 

u  1) Change bootloader and Kernel and reboot the system 

u  2) Bootloader - Save normal hashes to reserved area 

u  3) Kernel Extract normal hashes and calculate hashes from normal 
bootloader and the kernel 

u  4) Sleep by skipping TPM_SaveState(), S1 and S2 

u  5) On restore replay reset TPM and replay normal hashes 

14 



Vulnerabilities and Exploits - 
Overview 

SRTM 
 

2. Event Logs 

3. Custom Kernel patch for TPM reset 

1. Process 
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Vulnerabilities and Exploits - Overview 

u  DRTM (CVE-2017-16837) 

u  1) Change the kernel and reboot the system 

u  2) Extract normal hashes from txt logs at tboot (post launch) and function 
pointers 

u  3) Calculate hashes of the normal kernel 

u  4) Change function pointers to extend normal hashes 

u  5) During sleep hook into tboot function pointers that are not being 
measured 

u  7) On wake reset all states and replay normal hashes 
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Evaluation 

u  Host: Ubuntu 16.04.03 

u  Kernel: 4.13.0-21-generic 

u  Used for removal of tpm_saveState() and tpm_shutdown() 

u  SRTM attack 

u  Source code of CoreOS GRUB 2.0 

u  DRTM attack 

u  Source code from tboot project 

u  Requires support of Intel and tboot 
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Countermeasures 
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Countermeasures 

u  SRTM 

u  Disable S3 sleeping state 

u  Some BIOS/UEFI have the option to disable S3 state 

u  Enter failure mode if no state to restore 

u  DRTM 

u  Apply patch to the bug 

u  Hide the virtual function tables or make them read only 

u  Update tboot to latest version 
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Conclusion 

u  TPM technology is used across many machines 

u  Intended to provide root of trust 

u  Two vulnerabilities presented 

u  Flawed specification in SRTM TPM 2.0 

u  Implementation defect DRTM TPM 1.2 

u  Flaw in implementation of tboot 
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