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Moving-Targets

®» Any technique that attempts to defend a system and increase the
complexity of cyber attacks by making the system less homogeneous,

static, or deterministic
=» Dynamic Data
= Dynamic Software
®» Dynamic Runtime Environment

» Address Space Randomization

» |nstruction Set Randomization
» Dynamic Platforms

» Dynamic Networks

. Dynamic Data

Change data format or representation

Dynamic Software Application
Change application code (e.g., diversifying
binary duning compilation)

Dynamic Runtime Environment
Change the environment during
execution (e.g., memory randomization)

E Dynamic Platform
=== Change instruction set or operating system

.+ Dynamic Network

« *+ Change network properties
" (e.g., IP addresses and port numbers)

Figure 1. Different categories of moving target techniques.
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