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What is encryption?




Why hide encryption?
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Why is DEFY different?
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Log Structured File System
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Easy Deployment
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Design Overview — Deniability Levels

» Each level is associated with a Level Directory, which exists under the root
directory.

» All files in each level are within its given directory.
» Each level has its own name and key, derived from user password



Design Overview — Authentication

Encryption
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Design Overview — Secure Deletion

All or Nothing transform
Single parts of ciphertext cannot be decrypted
Only the entire cyphertext can be decrypted
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To achieve secure deletion, part of the ciphertext is deleted, making it impossible
to get back the original data.



Design Overview — Secure Deletion &
Authentication Encryption
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Design Overview — Minimized Data Loss

» Any encrypted page will be viewed as free by the page allocator
» DENY uses 3 methods to mitigate this problem

1. When higher levels are revealed, all lower levels are as well

2. One level per block policy

3. DEFY writes checkpoints in a way the prevents overwriting of higher levels



Design Overview — Minimized Data Loss
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(b) Writing a new block.




Security Analysis
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Questions ?




