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IntroducSon	

•  In	2012,	a	videographer	smuggled	evidence	of	
human	rights	violaSons	out	of	Syria.	He	lacked	
any	data	protecSon	mechanisms	and	instead	hid	
a	micro-SD	card	in	a	wound	on	his	arm	

•  Human	rights	group,	ND-Burma,	collects	data	on	
hundreds	of	thousands	of	human	rights	violaSons	
by	the	Burmese	government.	ND-Burma	acSvists	
carry	data	on	mobile	devices,	risking	exposure	at	
checkpoints	and	border	crossings	
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IntroducSon	

•  TradiSonal	encrypSon	may	not	work	when	an	
adversary	is	able	to	coerce	device	owners	into	
revealing	their	encrypted	content	

•  Plausibly	Deniable	EncrypSon	(PDE)	
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Related	Work	

•  Steganography-based	
– StegFS	[1]	hides	blocks	within	random	data	and	it	
works	on	Ext2	file	system.	However,	the	existence	
of	the	modified	Ext2	driver	and	the	external	block	
table	may	make	the	system	suspicious.	

•  Hidden	volumes-based	
– Mobiflage	[2],	MobiPluto	[3]	
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DEFY	

•  DEFY,	the	Deniable	Encrypted	File	System	
from	YAFFS	

•  File-system,	Flash-based	

•  Resistant	against	the	most	powerful	adversary	
considered	by	prior	work,	a	snapshobng	
adversary	
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YAFFS	

•  File	system	designed	for	use	with	NAND	flash	
•  Log-structured	file	system	in	that	write	
requests	are	allocated	sequenSally	

•  Read/write	at	the	page	level	(e.g.,	page	size	
4KB)	and	erasure	occurs	at	the	block	level	
(e.g.,	block	size	256KB)	

•  YAFFS1	vs.	YAFFS2	
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LimitaSons	of	DEFY	

•  InformaSon	Leakage	
– Disk	Level	

•  Recent	open	files	in	geditor	
•  Microsoi	Word	backup	funcSon	

– Memory	Level	
•  Cold	boot	ajack	
•  Scan	memory	to	extract	keys	
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