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• Password(Managers(are(tools(which(help(in(storing(the(user(
authentication(details(for(various(sites(securely(for(easier(access(to(
the(user.(
• All(of(the(Password(Managers(use(autofill(policies(automatic(or(
manual)(to(reduce(the(wastage(of(time(of(user.(
• They(automatically(fillBin(the(username(and(password(when(user(
enters(the(login(page.(
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•  Automatic(Autofill(

• Manual(Autofill



Sweep(Attack(







• Redirect(Sweep(Attack(



•  HTTP(Login(Page:(Websites(that(serve(login(pages(over(HTTP(but(
submit(them(over(HTTPS(are(vulnerable.(While(this(protects(the(data(
while(the(submission,(the(attacker(can(inject(the(malicious(JavaScript(at(
router(level(and(capture(data.((
•  Some(sites(even(serve(and(submit(the(login(page(over(HTTP(which(
makes(them(easier(target.(
•  Embedded(Devices:(Most(of(the(embedded(devices(load(their(login(
pages(over(HTTP(assuming(the(channel(is(protected(by(network(
encryptions(like(WPA/WPA2.(
•  Some(corporate(networks(also(use(HTTP(to(serve(login(pages(as(these(
servers(can(only(be(interacted(through(Virtual(Private(Network(VPN).(

((



• Broken(HTTPS:(The(attacker(can(exploit(sites(even(when(they(serve(
the(login(pages(over(HTTPS.(Using(the(Redirect(Sweep(Attack(the(
attacker(serves(a(self(signed(certificate(to(the(target(site(which(is(
redirected(from(the(intended(site.(
•  (Even(though(the(self(signed(certificates(produce(a(warning(that(
the(HTTPS(is(not(secure,(the(user(tends(click(through(the(warnings(
and(enter(the(site(anyways(



• Active(Mixed(Content:(Any(HTTPS(webpage(containg(active(
content(animated(GIFs,(JavaScript(Applications,(Embedded(objects(
and(more)(which(is(fetched(from(HTTP(is(vulnerable.(If(the(active(
mixed(content(is(rendered(then(the(HTTPS(page(is(vulnerable.(



•  XSS(Injection:(

(





• STEALTH

• ACTION



•  Forcing(User(Interaction



•  Secure(Filling:(The(main(defense(discussed(in(this(paper(is(Secure(Filling.(
It(works(as(follows:(

1.  The(PM(should(save(Username,(Password(and(also(the(action(present(
in(the(login(form(when(they(are(first(saved.(

2.  When(the(login(form(is(being(autofilled,(it(should(be(made(unreadable(
by(JavaScript.(

3.  If(the(username/password(are(modified(then(the(autofill(aborts(and(
the(password(field(is(cleared.(

4.  Once(a(autofill(is(done(and(all(the(JavaScript(has(been(run,((the(
browser(checks(whether(the(action(form(in(the(login(page(matches(
with(the(one(it(saved(originally.(If(it(does(not(match(the(password(field(
is(erased.(



•  Limitations(of(Secure(Filling



• Preventing(Self(Exfiltration(attacks



• User(Registration(Pages



• Server(Side(Defense
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•  This(paper(mainly(talks(about(a(specifical(manOinOtheOmiddle(a/ack(towards(Password(Manager.(In(

this(a/ack,(vicRms(are(supposed(to(be(connected(to(a(malicious(WiFi(network(such(as(free(WiFi(in(a(

coffee(shop.(As(the(a/acker(can(compromise(the(network(traffic,(JavaScript(injecRon(can(be(done(

to(steal(the(passwords(stored(in(Password(Managers(through(some(vulnerabiliRes(of(them.(

•  The(author(menRoned(10(popular(Password(Managers(across(4(plaYorms(and(all(of(them(will(

autofill(the(password(in(some(situaRon(in(which(they(should(not(perform(this(acRon.(For(example,(

when(the(protocol(of(the(site(changed,(the(form(acRon(has(changed,(the(input(field(of(password(

disabled(autoOcomplete(property,(the(HTTPS(cerRficaRon(is(invalid,(the(login(form(is(in(an(iFrame(or(

a(window,(Password(Managers(should(not(fill(the(password(field(automaRcally(instead(of(warning(

user(or(perform(some(interacRon(with(user.(Also,(a(series(of(injecRon(techniques(were(introduced(

to(illustrate(the(vulnerabiliRes(which(could(be(used(in(the(a/ack.(

•  Finally,(the(author(suggests(two(approaches(to(strengthen(Password(Manage,(one(is(forcing(user(to(

interacRon(with(Password(Manager(before(it(complete(the(autofill(acRon(and(another(is(using(

dummy(value(to(prevent(the(password(label(from(reading(by(JavaScript.(But(these(two(policies(may(

sRll(suffer(from(broken(HTTPS.(

Wayne(State(University( CSC(6991(Advanced(Computer(Security( 2(



Paper(Discussion(
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•  Now(a(days(there(are(very(much(vulnerabiliRes(occur(in(automaRcally(filling(passwords(in(browser(builtOin(password(

mangers,(mobile(password(managers(etc.(Without(any(interacRon(with(the(user(a/ackers(can(hack(the(many(passwords(

which(are(stored(in(password(managers(with(the(rogue(WiFi(network.(This(paper(discusses(the(enhancement(of(the(

password(managers(by(experimenRng(with(different(a/ack(techniques(and(make(a(be/er(password(manager(system(to(the(

society.(

•  (The(authors(start(by(exploring(the(10(exisRng(password(managers(across(four(plaYorms(and(come(to(conclusion(when(to(

autofill(the(passwords,(and(next(by(showing(when(can(a/ack(can(happen(and(lead(to(extracRon(of(passwords,(and(finally(

how(to(strengthen(the(security(of(credenRal.(An(a/acker(can(a/ack(the(PM(on(the(least(secure(page(with(in(the(domain(

(domain(and(path),(login(page(loaded(from(one(protocol((HTTPS)(differ(to(other(protocol((HTTP),(modified(acRon(form.(

•  InvesRgates(on(many(a/acks(having(a(man(–in(–the(middle(a/ack(networks(such(as(Seep(a/acks,(iFrame(sweep(a/ack,(

window(sweep(a/ack.(((

•  Authors(find(out(2(soluRons(for(many(a/acks(which(were(discussed(in(the(paper.(First(,(Forcing(user(interac.on(there(
should(be(some(user(interacRon(before(autofilling(a(form(for(a(proper(defense.(This(can(prevent(sweep(a/acks.(Second(

defense,(secure(filling(is(that(even(if(an(a/acker(injects(malicious(JavaScript(into(the(login(page,(passwords(autofilled(by(the(

password(manager(will(remain(secure(so(long(as(the(form(is(submi/ed(over(HTTPS.(

•  LimitaRons(of(secure(filling:(

•  1.(((Causes(compaRbility(issue(with(exisRng(sites(whose(login(process(relies(on(the(ability(to(read(the(password(field(using(

JavaScript(AJAX(based((

•  2.(((PrevenRng(self(exfiltraRon(a/acks.(the(a/acker(is(changing(the(login(form’s(acRon(to(another(page(in(the(same(domain(

our(secure(filling(mechanism(will(allow(the(password(to(be(sent(

•  3.((((User(registraRon(pages(secure(filling(proposal(is(that(it(cannot(improve(the(security(of(manually(entered(passwords.(
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•  Password(manager(analysis(

•  ((

•  The(paper(Password(Managers:(A/acks(and(Defenses(discusses(the(general(methods(password(

managers(use(for(storing(and(autoOfilling(passwords(into(webpages(and(the(security(risks(associated(

with(these(methods.(

•  ((

•  A/ackers(can(use(several(methods(for(confusing(password(mangers(and(gaining(access(to(stored(

passwords.(These(include:(sweep(a/acks,(injecRon(techniques,(and(password(exfiltraRon.(Each(

method(is(both(explained(and(its(effecRveness(demonstrated(in(the(paper.(

•  ((

•  While(the(researchers(found(extreme(vulnerabiliRes(in(all(the(password(managers(they(studied,(

they(propose(new(methods(for(enhancing(security.(By(carrying(out(more(thorough(checks(on(

webpage(password(forms(such(as:(matching(domains,(matching(acRons,(and(monitoring(for(

malicious(javascript(code;(password(managers(can(be/er(protect(user(data.(The(researchers(were(

able(to(implement(these(new(security(measures(for(the(password(manager(in(Google(Chrome(and(

found(success(against(the(a/acks(previously(discussed(in(the(paper.((
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